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Te3u npaBuiia ca pa3paboTeHN Ha OCHOBaHME IMpaBWiIa OT Jbp’kaBHATa areHUHMs 3a 3aKpuia
Ha JETeTO, B MapTHhOPCTBO ¢ ['nmaBHa mupekius ,.bopba ¢ opranuszupaHara MNPECTHITHOCT,
Hammonanen ueHTtsp 3a Oe3zomaceH HMHTEpHET, MHHHUCTEpCTBO Ha OOpa30BaHMETO W HayKaTa,
PernonanHo ympapneHue Ha 00pa30BaHUETO, PHKOBOJIUTENM HA OOPa30BATETHH WHCTUTYIIHMH OT
Cplo3a Ha paboToJaTenUTe B CUCTEMaTa Ha HapoAHara mpocBeta B bbirapus, CapyxeHHETO Ha
JTUPEKTOPHUTE B CPeIHOTO oOpa3oBaHue Ha P bbiarapus u ca yacT oT mpaBHJIHUKA 32 0€3011aCHOCT
Ha oOyuenune u Tpyd B CY ,Bacun JleBcku* — IlnoBawB m OT cucTemara 3a KOMYHUKAIUs
undopmanus B CY ,,.Bacun JleBcku‘ — [1noBaus.

HOEJIMTE HA ITPABUJIATA CA JA CE:

» TrapaHTHpa MPaBOTO HA YYEHHUIIMTE HA JAOCTHII 0 MOIXOAsIA HHHOPMAIUSI U MaTEpUaIN B
Mpexara;

» OCBIIECTBH NPEBEHIMS W CHHTE3Upa Ha €IHO MACTO MH(OpMALUATa 32 OIACHOCTUTE B
MHTEpHET;

» TpeIOoCTaBAT KOHKPETHM HACOKM 3a 3aKpwia Ha JeTeTo M Oe30macHO IIOBEICHHE B
KOMITIOTBPHATA MPEKa B YUYUIIMILE U B UHTEPHET;

» 1monoOpu  KOOpAMHALMATa ¥ OTTOBOPHOCTUTE HAa  YYaCTHUIMTE W/WIM  BCHYKH
3aMHTEPECOBAHU CTPaHHU.

OTroBopHOCTTa 3a rapaHTHpaHe IIpaBaTa Ha JelaTa M 3allUTa Ha TEXHUTE UHTEPECU €
CIIOZIEJIEHA OTTOBOPHOCT MEXJy CEMEMCTBOTO, OOLIECTBOTO U AbPKaBaTa, Ype3 HEMHUTE OPraHU U
MHCTUTYIMU. BbIIpeku ToBa, Ta3u OTTOBOPHOCT € paslpesiesieHa, KaTo TS ce Maja NPUOPUTETHO Ha
CEeMEMCTBOTO, MO-CIEUUATHO HAa POAMUTEIUTE, HACTOMHUIIUTE, TOMEYUTENUTEe WIK JPYTUTEe JIMLA,
IpU KOMTO JI€TETO € HAcTaHEeHO, TOraBa Korato € Owia Mmpeanpuera Mspka 3a 3akpuia Mo
OTHOIIIEHHUE Ha HETO.

OtunTaliku TpynOBaTa aHTa)XKMPAHOCT HA POAUTENINTE, B HAKOU OT CIy4yauTe U TPYIHOCTHUTE,
KOUTO M3MUTBAT B OTIVIEKAAHETO U BB3MMTAHUETO HA JETETO, B OCHOBOIIOJIATAIINS MEXKIYHAPOIEH
akT 3a mpasara Ha jaerero Koueenuusara Ha OOH 3a mpaBata Ha JeTeTO, KakTO M B peaulia
HOPMAaTHBHU aKTOBE OT HAIlMOHATHOTO HU 3aKOHOJATENICTBO, € IOCOYEHO KaK OOIIeCTBOTO,
COIIMAJIHUTE U O6paSOBaTeJ'IHI/ITe HWHCTHUTYLUH, U AbprKaBaTa U3IBJIHABAT TE3U CBOU OTTOBOPHOCTU
32 OKa3BaHE Ha aJeKBaTHA IOJIKpena Ha CEMEHCTBOTO, 3a 3aKpuja Ha JETeTO U 3a 3alluTa Ha
HCETOBUTC MpaBa U UHTCPECH.

CornacHo KOHBCHLII/I}ITB. Ha OOH 3a npaBaTa Ha ACTCTO, POAUTCIIMTC UMAT II'bPBOCTCIICHHA
OTTOBOPHOCT 3a OCUT'YpABAHC BUCHIUTC HHTCPECU Ha JACTCTO Ja 6’B,E[aT MI'bPBOCTCTICHHO
C’LO6pa)KCHI/IC. Ponurenure HJiy, crope] cirydasd, 3aKOHHUTC HaCTOﬁHHHH, TOMNCYUTECIIN U OAPYTH
Jiuna, Ipru KOUTO ACTECTO € HACTAHCHO, HOCAT OTTOBOPHOCT 3a OTIVICKIAHCTO W PA3BUTHUCTO Ha
JCTETO.

JIIppkaBara, 4pe3 HEWHHWTE OpraHd, TPsAOBa Ja MpEAIpHeMe IMOIXOJAIIN CTHIKH, 3a Ja
MOJKPENH POJUTEIIUTE MPHU U3ITBIIHEHUETO HA TEXHUTE OTTOBOPHOCTH. AKO HSIKOW POJAUTEIHN HE
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MOTaT WM CC 3aTpyAHsABAT, TO B TC3U ClIydal C€ HAMECBAT OTTOBOPHUTE Abp>KaBHU MHCTUTYLHH, 3a
Ja OCUTYpAT CIIa3BAaHCTO Ha IIpaBaTa Ha JACTCTO W 3aJ0BOIIBAHETO Ha HCTOBUTC HYXKIU.

Bal['bH)KCHI/IC Ha AbpiKaBaTa € OCUT'YPABAHC PA3BUTHUCTO HA HHCTUTYI MU, 3aBCACHUA U YCIIYT'U.

B Ta3u Bpb3Ka posisTa Ha 00pa30BaTEIHUTE UHCTUTYLIMHU € U3KIIOUUTEIHO BayKHA U KIIHOYOBA.
Te morar ga nonpuHecaT 3a 00yUCHHETO U NIPEBEHIUATA HAa PUCKOBETE HE caMO Ha JielaTa, HO ¥ Ha
poOMTENUTE, KaTO MO TO3UM HAYMH MOraT Ja MMaT JABOMHA IMoy3a 3a Jenara. B Tasu mocoka
HACTOSIIIUTE MpaBWa, JaBaT OCHOBHHU II03HAHMs 3a OINACHOCTUTE, KOUTO KpHUE BUPTYATHOTO
IIPOCTPAHCTBO C II€J OCUTYpsBaHE 3aKpwiaTa Ha JeTeTO OT BpeJHH 3a Hero HHpopMmarus,
MaTepHaau U KOHTAKTH.

OCHOBHUTE INIPUHIMIIX 3A PABOTA B KOMIIIOTBPHATA MPEKA B
YUUJIMIIE 1 B UHTEPHET CA:

1. PaBen nocThIl HAa BCUUKH Jela U YUEHULH;

2. 3amuTa Ha JeUaTa ¥ yYCHHIUTE OT BPEAHO WJIM HE3aKOHHO ChIbp)KaHuEe W HH(OpMaIus
KaTo: caMOHapaHsBaHE, ThPrOBUs C HAPKOTHUIM, Xa3apT, IpONaraHgupaHe Ha BpPEAHU U
ONaCHW HABUIM W JICHCTBHS KAaTO aHOPEKCHs, OyauMMHs, MOpHOTpadus, TOJepHpaHe Ha
pa3nuyHu (GOpMH Ha HAcHJIME, NPOMOBSAJBAaHE HAa TEPOPU3bM, E€THHYECKA M PEIUTHO3HA
HETOJIEPAaHTHOCT, CAMOYOMICTBO U JIp.;

3. 3auuTaHe W 3alllUTa Ha JIMYHATa HEPUKOCHOBEHOCT;

4. TloaroroBka M KOHTpOJI Ha JelaTa W y4eHHLUTe 3a 0e30MacHO U OTTOBOPHO IIOBEJECHUE
OHJIAiIH;

5. ChbTpyIHHYECTBO B AYyX Ha TOJIEPAHTHOCT M JOOPOHAMEPEHOCT MEXKIY YUMIIMUILETO U
POIUTENTE/HACTOMHUIIUTE.

KowmmtorepHara mpexa B yumnumie u OOLIEXKUTHSATa c€ H3MOJ3Ba B Y4eOHM YacoBe U
BpEMETO 3a ydyeOHa MOATOTOBKa 3a oOpa3oBaTenHu nenu. L[smara mpexka oOXBaia KOMITIOTPUTE,
CBBp3aHH C KaOemHu W/uiau Oe3KWYHH BpPB3KH, CHUTYHPAaHH B KOMIIOTHPHUTE KaOMHETH,
o0opynBaHM KJacHM cTau, QoifaeTaTa Ha OOLIEKHUTHUITA, YYUIUIIHATA OUONIHOTEKAa W
aIMMHHUCTPATUBHUTE TOMEIICHUs Ha oOpa3oBaTellHaTa WHCTUTYIUS, KAaKTO M yCTpoWcTBara
(mepconanau cMapThOHHU, TAITONHU U TAOJIETH) ¢ OE3KUYEH JTOCTHIT JI0 HHTEPHET.

YYEHUIIUTE HA CHOPTHO YYWJIMHIE ,BACHJ JIEBCKH“ - IIVIOBIUB
HNMAT IIPABO HA:

1. PaBen mocTen 40 Mpexkara Ha oOpazoBaTeHaTa WHCTHTYIHS, C W3KIIOYCHHE Ha
KOMITIOTPUTE B aJIMUHUCTPATHBHUTE TIOMETIICHHSL.

2. Pabora c ycrpoiicTBara (KOMIIOTPH, JIANTONU M TalJjeTH) B MpekaTa C MOJKpernara Ha
Me1arOrMYeCcKy CHEeIHaIuCT.

3. OOyueHue 3a Oe30macHO M OTTOBOPHO TIOBEAEHHME B MpekaTa Ha oOpas3oBaTresiHaTa
MHCTUTYLIUS U B UHTEPHET.

4. Wndopmanus 3a npaBuiiaTa 3a pabora B MpexaTa.

5. Curypna nudpona cpefa B yUUIHUIIETO.
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6. Ilon3Bane Ha MOOWIHHTE CH YCTpOIlCTBa W3BBH y4ueOHHsS Impouec ([IOYMBKaTa U

MEKIyJacHusara), a MpH U3PUYHO yKa3aHWE HAa YYHUTENl — W B Y4EOHHS dYac 3a IeNuTe Ha
yueOHHUSA TpoIIec.

BAKHO! IlpaBunara 3a Ge3omacHa paboTa B WHTEPHET, KOMTO YUYCHHIIUTE Ca 3aJbJDKCHH Ja
cra3Bar, ce IMOCTaBAT Ha BUAHO MSCTO B 00pa3oBaTeHAaTa MHCTUTYLUSA, KAKTO U B KOMIIOTHPHHUTE
KaOMHeTH, OOIIeKUTHATA, TaKa M Ha caiiTa Ha y4WIMIIETo. B Hawyanoro Ha ydeOHaTa roguHa mo
MOJIXO/AI HAYMH BCUYKH YUYCHHIM ¥ TEXHUTE POJUTENN/ HACTOWHUIN/ MONICUYUTEIH CE 3all03HaBaT
C TAX. YUHUTEIUTE U BH3MUTATEIUTE TIEPHOANIHO HAIOMHST 32 TAX M 32 CUTYPHOCTTA B HHTEPHET B
HOJXOAIIN (POPMH U IEHHOCTH, B KOUTO CE BKIIIOUBAT YUCHULIUTE M POAUTEIUTE MM.

Yacr 1. OTroBopHocTM Ha PBbKOBOAUTEINTE HAa 00pa3oBaTeJJHUTE HWHCTUTYUUHM, Ha
npodecuoHaATUCTUTE, PA0OTENIH C Aena U ¢ HHPOPMANMOHHO-KOMYHUKANMOHHHN TEXHOJIOTHH
(UKT)

JMpeKTOpbT HA YYUJIHIIETO:

1. Opranusupa JnedHOCTTa IO W3MBIHEHUETO HA TE3U IMpaBuUia, U OCHUTypsiBa JIOCTBII 1O
KOMITIOTbPHATA MpEXa, €PEKTHBEH M TOCTOSHEH KOHTPOJ, IUIAHHMPAHETO HAa MEPKHU I10
OpraHu3alMsiTa 3a Clla3BaHe Ha MIpaBUiIaTa 3a paboTaTa Ha yYEHUIIMTE B MpeXaTa U 3alluTa
OT BPEJHO WJIM HE3aKOHHO ChJIbPXKAHNUE B UHTEPHET.

2. OcurypsiBa Ipu TeXHUYECKA Bb3MOXKHOCT U IPH HEOOXOIUMOCT IpoCie/isiBaHe Ha Tpaduka,
OCBILECTBSIBAH Ype3 MpekaTa Ha 00pa3oBaTeIHaTa MHCTUTYLIMSL.

3. Ilpum koHCTaTHpaHe Ha ClIy4ad Ha KHOEPTOPMO3, HE3aKOHHO CHIBP)KAHUE U TOBEJCHHE B
MpekaTa Ha oOpa3oBareiiHaTa WHCTUTYIUS /WM B UHTEPHET HE3a0aBHO KOMIICTCHTHHTE
opranu — Jlupekuus ,,CorpanHo nmoamnomMarade’, mo MecronpeonBaBane Ha JeTeTo u [ 1aBHa
mupeknust  ,,bopba ¢ opraHu3MpaHaTa NPECTBIHOCT , CHEIUAJIU3UPAHUAT  OTAEI
,KubepnpecrenHoct Ha MBP. B Te3um cinydaum oka3Ba HYXHOTO CBJAEHCTBHE Ha
KOMIIETEHTHUTE OPraHu C 1I€JI YCTAHOBABAHE HA M3BBPIUUTEINTE U MPEANPUEMA MEPKH 3a
IIPOTUBOACUCTBHE M IIPEMAXBaHE HAa CHOTBETHOTO CBhABpPXKAHME OT MpeXara Ha
oOpa3oBaTenHaTa MHCTUTYIMS. Moxe Ja moidydaBa M KOHCYJITAHTCKa IOMOII OT
Hanmonanuus neHThp 3a 0€3011aceH UHTEPHET.

4. Opra"uzupa B Ha4aJOTO Ha BCsKa yuyeOHa TOJIMHA 3all03HABAHE HA JlellaTa U YUCHHUIIUTE U
pOIUTENNTE/HACTOMHULIUTE C MTpaBuiIaTa 3a 6e3omacHa paboTa B Mpexara.

5. Ompenens 3a OTTOBOPHO JIMIE), KOETO Ja W3MBIHSABA (PYHKIMUTE Ha CHCTEMEH
aAMUHUCTPATOp — pbKOBOAUTEN HanpasieHue ,,UKT* B yaunuiero.

Yunreanre, nesarorndecKuTe CHeNHAJIMCTH M pbKoBoauTesa Hanpasjienne MUKT ca
MJTbKHU /128

1. PazsgcusBaT mpaBuiara 3a 0e30MacHO M OTTOBOPHO MOBEJACHHME NMpH paboTa B MpekaTa Ha
oOpa3zoBaTenHaTa HUHCTUTYLUS U B UHTEPHET.

2. OcpIecTBsiBAT TOCTOSHHO HAONIOJIGHWE W KOHTPOJ BBPXY paboTara Ha YYEHUIUTE B
Mpexara Ha 00pa3oBaTeIHaTa MHCTUTYILHS B yUeOHO BpeMe.

3. Ipemnpuemar He3a0aBHH MEpKH 3a TPEYCTAHOBSBAaHE HA JOCTHIIA HA YYCHHUIUTE [0
HE3aKOHHO U BPEIHO ChAbPKaHUE B MpexkKaTa.
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4. VYBenomsBar He3abaBHO qupekTopa Ha CriopTHO yuuiuiie ,,Bacun JleBcku“- [lnoBaus mpu
HapyllaBaHe Ha MpaBWJiaTa, Cy4au Ha KMOePTOPMO3 WM IPU YCTAaHOBSIBAHE HA HE3aKOHHO

U BPEJIHO ChIbPXKAHUE UM IOBEJCHUE B MpEXKaTa.

5. Oka3Bar moJKpena Ha YYeHMIM — OOEKT Ha KHOepTopMO3, upe3 II'bpBOHAYAIHA
IICUXOJIOTMYECKa MOJKpena OT YYMJIMIIHMS IICMXOJOI, Ype3 pas3roBop OT CTpaHa Ha
[eAarornyecky CrelUaIuCT B YUHJIMIIETO 32 CHI)KABAHE HA HAIPEKEHUETO Yy AETETO.

6. CurHanusupaTr 3aeJHO C T[EJaroruuyeckus ChBETHHUK Mpu HeoOxomumocT Jlupekuus
,COLIMAJIHO MOANIOMAaraHe™ o MECTOKMBEEHE Ha YYEHHUKa C 1)1 OLICHSBAaHE Ha HY»K/JaTa OT
Haco4BaHE KbM COL[MAIIHM YCIYTU 32 OKa3BAaHE Ha MIOCJIe/IBAIla [TOAKpEna.

CucreMHUAT agMUHHCTpaTOP (pHKOBOAMTE Hanpasjenune UKT):

1. Ocwurypssa o6mara 6e301macHOCT U (YHKIIMOHATHOCT Ha MpeXKara.

2. Ilpemmara m mpuiara MepKd, OTpaHMYaBAIlM JIOCThIIA HA YYEHHUIIMTE 10 BPEIHO WU
HE3aKOHHO CBhIbP)KaHHE W TIOBEJACHHWE B HMHTEPHET B CBOTBETCTBHE C JICHCTBAIIOTO
3aKOHOJATeNCTBO Ha PenyOnnka brirapus.

3. U3pppmBa mnepuoAMYeH Tperjel Ha KOMIIOTbpHAara Mpexka Ha oOpasoBareiHaTa
WHCTHUTYLUS 332 HAJIMYKME HA Bb3MOXKHU 3aIUIaXW U PUCKOBE 32 CUT'YPHOCTTA Ha YYCHUIUTE
npu paboTa B MHTEPHET.

4. Crnegu npu HEOOXOAMMOCT TpaduKa, OCHIICCTBABAH 4Ype3 KOMIIIOThPHATA Mpexa Ha
oOpa3oBaTenHaTa HHCTUTYIIHSI.

5. Ipemnpuema He3a0aBHM MEpPKM 3a NPEYCTAHOBSIBAaHE Ha JOCThIIAa HAa YYCHUIUTE MO
HE3aKOHHO M BPEIIHO CHhIbPKAHNE B MPEKaTa.

6. YBemomsBa HezabaBHO jaupekTopa Ha CropTHO yumiwine ,,Bacun Jlepcku“- TLnoBauB mpu
cllydad Ha KHOepTOpPMO3, HapylllaBaHe Ha MpaBWIIaTa WIH TPU YCTAaHOBSBAaHE HA HE3aKOHHO
ChIbpPKAHUE WITU TTOBEICHUE B MpEXkKara.

7. CeppaeiicTBa 3a YCTaHOBSBaHE Ha W3BBPIIUTEIM HAa KHOCPTOPMO3 M TIpWiIara MEpPKU 3a
OrpaHUYaBaHE Ha TAKWBA CIIyYau.

Yacr II. IIpaBa 1 0TTOBOPHOCTH HA POAUTEIHUTE
Poauresure umart npaso aa:

1. TlomyuaBat wHpOpPMAIMS 32 PUCKOBETE U 3aIUIaxuTe 3a 0€30MaCHOCTTAa Ha TEXHUTE Jela
mpu paboTa B UHTEPHET B YUUIIUIIIETO U BKBIIIH.

2. bpmar cBoeBpeMeHHO WH(GOPMHUpPAHH, aKO JETETO MM € OOCKT Ha KHOEepTOpMO3 B
YUHJIAIIETO.

3. VYuyacTBaT CbBMECTHO C PBKOBOJCTBOTO Ha CropTHO yuunuiie ,,Bacun JleBcku“- [lnoBaus
MIpH pa3peliaBaHe Ha BCEKH KOHKPETEH Mpo0yieM, CBbpP3aH C HapyllaBaHE Ha MpaBHJIaTa OT
CTpaHa Ha TEXHUTE Jela.

4. JlaBar mpeIOKEeHHsI 32 OMPEENITHETO Ha MpaBUiaTa U MEPKHUTE 3a OE30IMacHO M3IMOI3BaHE
Ha UHTEPHET B YUUIIUIIETO.

5. Tlomywar wHbOpMamms 3a WHOOPMAIMOHHO-CUTHAIU3AMMOHHA  TIATHOPMH  KaToO
www.gdbop.bg ; www.cybercrime.bg ; www.spasidete.com ; www.safenet.bg ;
www.facebook.com/bgcybercrime .
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PoauTesinTe HOCAT OTTOBOPHOCT Jia:

1. TlomorHaT Ha J€TETO CU J]a U3rpayl YMEHUS 3a OHJIAMH 00lyBaHe U 0€30IaCHO M3IO0JI3BaHe
Ha UHTEPHET.

2. OcpIIecTBSIBAT MOCTOSTHEH KOHTPOJI 32 CUTYPHOCTTA HA JIETETO CU B MHTEPHET.

3. IlposBsBaT MHTEpeC KbM aKTUBHOCTTAa Ha JETETO CH B MpeXara, BKIIOYUTEIHO H
Ch3/1aBaHETO Ha MPO(UIM B COIHUATHU MPEXHU W PETUCTpAllMd B CaiiTOBE M MOOWIHU
MPWIOXKEHUS, KaKTO M Ja pa3sCHAT TOCJIEACTBUATA OT Ch3JaBaHETO  W/WIK
Pa3NpOCTPAaHEHUETO HA OMPEEIICHO ChIbpKAHHE.

4. Tlpu yctaHoBsiBaHe, Y€ JETETO UM € KepTBa Ha KMOEPTOPMO3, 1a CUTHAIM3UPAT Ha OTAET
,KubepnpecrbnHoct” kbM [1aBHa mupekius ,,bopba ¢ opranmsupaHaTa MNPECTHIHOCT
(http://www.cybercrime.bg/bg ), wm  Ilearspa 3a  Oe30maceH  HHTEPHET
(https://www.safenet.bg/ ), xakTo W Moratr na TOTBPCAT ChAcHCTBHE OT JMpeKuus
,COIIMaJIHO TNOJIOMaraHe IO MECTOXMBEEHE Ha JEeTeTo C 1eJl OKa3BaHe Ha
MICUXOJIOTHYECKa MOJIKpera Ha eTeTo. B To3u ciydvaii TpsiOBa 1a yBeIOMAT U JUpPEKTOpa Ha

oOpa3oBaTenHaTa HHCTUTYITHSI.
5. CwbxpaHsBar 37paBeTo Ha JIETETO, KATO MPOCIEIIBaT BPEMETO 3a U3I0I3BaHE HA HHTEPHET.
6. VYBenomsat aupekropa Ha CrioptHO yumiuine ,,Bacun JleBcku‘- [lnoBauB, korato UM crane
U3BECTHO, Y€ JIETETO MM € OOCKT Ha TOPMO3 OT JAPYro JeTe, ¢ KOETO € B €IHO U CBhILIO

YUHITHIIE.
Yacr I1I. O01u npaBuia 3a 6e30macHo 001IyBaHe B HHTEPHET 32 yYeHULUTe

Ot cTpana Ha oOpa3zoBaTeIHATa WHCTUTYIHS CJIE/BA Ja ObIAT MPEANPUETH HEOOXOIUMHUTE
JCHCTBUS POIUTEIINTE JIa ObJAaT 3all03HATH ¢ TEXHUTE MpaBa M OTTOBOPHOCTH W C IMpaBUiaTa 3a
Oe3omacHa paboTa B MHTEPHET, KOUTO YYCHHUIUTE ca 33IbJDKEHH J1a CIIa3BaT. Y BEJIOMIBAHETO MOXKE
na ObJe B yCTHA WM UCMeHa ¢opMa, KaTo 3a MpeANoYNTaHe € MTUCMeHaTa TaKaBa.

Kamo 0eme u yuenuk com 01voicen 0a cnazeam ciieOHume npaguid.

1. Ako ce 3aTpyaHsiBaM B TSIXHOTO pa3OupaHe, Mora Ja mojyda MoJKperna OT POAUTET WIH OT
yUUTEN, 32 ]a MU ObIaT O0SCHEHU:

2. He nmaBam nuuHa wHpOpMamms: UMeE, aapec, Mmapojia OT EJIEKTPOHHA IIONIa, MPOQII B
CoIlMaHa MpeXa, JInUeH TeJie)OHSH HOMED, YUUIIHIIETO, B KOSTO yUa.

3. He maBam mH(popmanus 3a MectopadoTaTa WIU JUYCH U CIyxkeOeH TeneoHeH HOMEp Ha
pOIUTENNTE, HACTOWHUIMTE, OJIM3KUTE, MPUSATEIUTE, ChYUYCHUIIUTE W TO3HATUTE CH 0e3
TSXHO pa3pelicHue.

4. He u3mpaiiaM u He Ka4BaM OHJIATH CBOM CHUMKH U BU€a, 0e3 mpeau ToBa J1a € 00ChACHO U
B3€TO PEIIEHUE C POTUTEIIUTE MHU.

5. He usnpamiam u He KauBaM OHJIAWH CHUMKH U BUJ€a HA MPUSATENU, ChbYYCHHIIU, POTHUHH,
yuuTenu, ONU3KW, TIO3HATU U Jp., 6€3 mpeau ToBa Ja € OOCHIEHO C TAX, a B CIyYauTe,
KOTraTo ce Kacae 3a MOM NPHUATEIH, Chy4SHHIIH, Ja € ChIJIacyBaHO OT TSAXHA CTpaHa M C
POJIUTEITATE WM.


http://www.cybercrime.bg/bg
https://www.safenet.bg/
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He otroBapsim 1 He oTBapsM mIpukadyeHu QaillioBe Ha €NEKTPOHHA TOlIa, MOJIyueHa OT

Heno3HaT nojaten. Ta Moxe Jja ChAbpKa BUPYC WM ApYyra 3JI0Bpe/lHa Mporpama, Kosito 1a
YBpeIH KOMIIOThpa/Tenedona/Tadnera Uiy 1a ro HalpaBy ysS3BUM 33 BHHILEH TOCTBII.

[Ile ce mockBeTBaAM C POJMUTEIMTE CH/YUMUTEN, MpPEOH Ja CBajs MM HHCTAIMPAM HOBA
porpama/mpuiIoKeHIe Ha KOMITIOTHP, Tele(oH, TabaeT, KakTo U He MPaBs HUIIO, KOETO
MOJKE J1a YBpeIu KOMITIOTHPA WIM 4Ype3 AaJCHO JACHCTBHE Jla C€ PAa3KpUAT JaHHU 32 MEH H
CEMEHCTBOTO MH.

Hemara, xouto mpaBs B HWHTEpHET, HE TpsAOBa 1a BpeOsIT Ha JAPYyrd Xopa WU Ja
MIPOTUBOpPEYAT Ha YCTAHOBEHUTE MpaBuia (4acT OT TAX ca YPEACHH B 3aKOHH).

W3BecTHO MU e, ye e 3a0paHEHO Ja ce M3II0JI3BA UYXKIO MOTPEOUTEIICKO MMe, mapoyia u
€JIEKTPOHHA IOIIIA.

He numa 1 He KayBaM HMIO, KOETO MOXKE Ja € OOMIHO WJIM YHHU3WUTEIHO 32 MEH WIH 3a
JpYyTH XO0pa.

HezabaBHo wHpoOpMUpaM BB3pacTeH (POOUTEN, YYUTEN, IUPEKTOP, IEIarorHuecKu
CBBETHHK), KOTaTO MOMAaHa Ha MaTepualld, KOUTO Me Kapar Jja ce YyBCTBAM HEYAOOHO WIIH
Ha MaTepHalld C BPEJHO WM HE3aKOHHO ChABP)KaHME, KOETO MOKe Ja Obae nmopHorpadus,
MPOMOBSIBAHE HA HACUIUE M TEPOPU3bM, ETHUYECKA M PEIUTHO3HA HETOJIEPAaHTHOCT,
THProOBUS C HAPKOTHIIM, Xa3apT U JIp.

He otroBapsim Ha cbhoOleHUs, KOUTO ca OOWIHM, 3alUIAIIMTENHU, HENPUINYHU WU Me
Kapar Ja ce 4yBCTBaM HeynoOHo. MHdopmupam poauTenute CH/KIACHUA PBKOBOIUTEIN,
YUUTEI, TUPEKTOP, MEeJarorn4eCKi ChBETHUK 33 TAKMBA ChOOIICHUSI.

AKO HSIKOM Me O0MXK/1a I TOPMO3H OHJIAWH, HEe OTroBapsM. J{oKianBaM To Ha OTTOBOPEH
BB3pacTeH (POAUTEN, yUUTEN, TUPEKTOP, MEAATOTHUECKH ChBETHHK).

Mora u caMm Aa oKJIafBaM, KaTo MoJaM CUTHaJ Ha caMMsl CaliT WK Ha IOCOYCHUTE aIPECH:
www.gdbop.bg ; www.cybercrime.bg ; www.spasidete.com ;
www.facebook.com/bgcybercrime ; www.safenet.bg u ro Grokupam. JfoOpe e 1a Hampasst
BeJHAara €KpaHHa CHUMKa (CKPMMHIIOT) HAa ChOTBETHHUS Pa3rOBOP WM ChABP)KAaHHE KaTo

€JIEKTPOHHO JIOKA3aTeJICTBO, KOETO MpeJaBaM Ha OTTOBOPEH BB3pPACTeH (pOAWTEN, YUMTET,
JTUPEKTOP, MEarOTHYECKU ChBETHHK).

Buumaam, xkorato pasroBapsm B yat. [loMmHs npaBuio Nel: ye xopara oHJailH HEe BUHAru
ca Te3H, 32 KOUTO ce MPEICTABIT U MOraT Jia ThpCAT olpeaenaeHa HHpopmanus, ¢ KoITo aa
3710ynoTpedsT ¢ MeH uinu ¢ apyrure xopa. IlpaBuiao Ne2 e ye He mpaBsi HHMILO Ha APYT
YOBEK B MpeXkaTa, KOETO HE UCKaM J1a MU C€ CIIyYH U Ha MEH.

AKO ce ciay4H Jia momnajgHa Ha uHGopMaIus WId APyro ChAbpKaHue B MpexaTa, KOeTO He
MU XapecBa WK Me TUIAIIN [0 HAKaKbhB HAYMH, MOTa Ja MoJlaM CUTHAll Ha JCHOHOIIHATa U
O0esrutatHa Harmmonannara Tenedonna smHuMA 3a  gema 116 111, wa  oraen
,Kubepnpecrsnroct wa [JIBOIT (http://www.cybercrime.bg/bg ), wa IlenTspa 3a
Oe3omaceH MHTEpHET Ha aapec: Www.safenet.bg , wnm Ha Texuus tenedpon 124 123, wmm
npes yaT-Mo/yJ1a Ha Www.safenet.bg .

He Tpsi6Ba 1a mpueMam Cpely ¢ JHia, ¢ KOUTO ChbM Ce€ 3all03Hajl/a B HHTEPHET, OCBEH ClIe]T
ChIIIacueTo Ha pomxutenaute Mu. [IoMHs, 4e XopaTa, ¢ KOMTO Ce€ 3allo3HaBaM OHJIAIH, HE
BUHATH Ca T€3H, 32 KOUTO ce mpeAcTaBsaT. OnMuTBaM ce BUHAry Jia MpoOBEPsSBaM Jalld YOBEKHT


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/
http://www.cybercrime.bg/bg
http://www.safenet.bg/
http://www.safenet.bg/
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OTCpellla HauCTUHA € TO3H, 32 KOTOTO Ce MPEICTaBs upe3 MPOBepKa 10 UMe, UMEII, CHUMKa
U KOHTPOJIEH BBIIPOC, HA KOWTO OM TpsOBao Aa 3Hae OTroBOpa, ako € HaucTuHa To3u. [Ipu

CbMHEHME MOXE Ja MOJaM CUTHAJ WM J1a MOThPCA ChBET mpe3 canWta Ha LlenTwspa 3a
Oe3omnaceH nHTepHeT WWW.Safenet.bg .
N3non3BaM HACTpOWKHTE 32 0E30MACHOCT U 3alMTaTa HA JTUYHUTE JTAHHU HA COIMATTHHUTE

MPEXU, MOOWITHUTE TIPUIIOKEHUS U Opay3bpuTe.

WznomsBam QyHKIusaTa 32 O0e3omacHo chpdupane. He mocemaBam caiiToBe B MHTEPHET,
KOHUTO Ca ChC ChIIbPKAHKE, HEMTOIX OISO 32 AETCKA ayAUTOPHSI.

N3nomBaM TpyaHU (ABATH, ¢ TJIABHU M MaJIKU OYKBH, HUGPH M CICHUAIHH 3HAIM) U
pa3IMYHM 332 BCEKU CAUT MapOJIH.

W3non3BaM aHTUBUpPYCHA TpOrpamMa, KOSTO CJellBa PEIOBHO Jie ce OOHOBsIBA. 3acIIHO C
OTTOBOPHUTE BB3PACTHH (POJHUTEN, YYHUTEN, JUPEKTOp), TMOAIBPKAM MOCICTHUTE
aKTyaJIM3UPaHU BEPCUU HA BCUYKH IPOTPAMH U TIPHIIOKCHUS.

Axo mox3BaM OOIIM KOMIIOTPH, BHHATH TIPOBEPSBAM Jald CbM H3JSI3BI/U3IA3/Ia OT
npoduia cu, cie KaTo CBhPIIM 4aca. B ciydwaii, ue Hamepsi yCTPOHCTBO, HAa KOETO JPYT
YUYCHHK € paOOTHII, HO HE € 3aTBOPWJI Ipoduiia CH, BeHara e usiisnza 0e3 Jia mperiexiam,
MpoMeHsM WiH 100aBsM nHdopmanus B npoduia my.

—
Poauren.

l
| Hete
. HACTOMMUK,
e MOMSHITE N, APy

B | nomaram rpuaa
& 3 2¢TETO
CucreMen
AIMHHHCTpATOP
(Cavastren y
BLHIICH J Yairen, spsnuraren,
CHCURATIICT) PBROBOINTEN
| nanpastenne IIKT,
AHPEKTOP.
NEIArOrHYeCKn
CTICHHATIICT
L v .
1 3 N\
JnpexTop \ Japexuns
HaunoHATHA TeA. ANHNA 32 LCounatso
\ aenallé 11l noanoarage”
www cvberenme bg ? N
www safepet i»"

Tea. wa Lientvp 3a Gesonacen
HHTepHeT 124 123

KPATBHBK PEYHUK U JOITBJIHUTEJIHU CBbBETH:

KAUYBAHE U CIIOAEJSHE HA CHUMKM — CHUMKY WIHM BUJEO HA JIETE, YUEHUK, POJIUTET,
YUUTEN, TUPEKTOP, MICUXOJIOT, PECYPCEH YUHUTEeN, OMU3KHU, TPUATEIH, TO3HATH WJIM HETIO3HATH JUIA
ca myOJIMYHO JOCTHITHU M300paKEHUSI B MHTEPHET, KOUTO MOTAT Jla ca KAaYeHH OT POAUTEIUTE WU

JpyTH

YJICHOBE Ha CeMeﬁCTBOTO, MNpuATCIIM, CBYYCHHIU W Jp. Te31/1, KOUTO Ca TH

CHO)IGJ'H/IJ'II/I/Ka‘—H/IJ'H/I B MHTCPHET, MOXKE 1a UMAaT U3LAI0 )IO6pI/I HaMCpPCHUA KbM Hero/Hes. Ho TakoBa
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ChAbPKaHUEC MOXKE 1a HAKbPHABA JIMYHOCTTA U I[OCTOﬁHCTBOTO Ha JIULECTO. HpCHOp’b‘II/ITCHHO € 110
HUKAKbB IIOBOA Ada HE CE€ KayBaT CHUMKH Ha ACTC, 3@ KOUTO HMMa U Hal-MaJIKOTO CbMHCHHEC, Y€

MOTaT ia My HaBpCIAT U 0e3 HETOBO ChIJIACHUE. CHOI[CJISIHCTO Ha CHUMKH € 4CCTO CPCUIaHO SIBJICHUC

B COLIMAIIHUTE MPEXKH, 3aTOBAa OCHOBHA MPENOpPBKA € MOJOOHU CHUMKHU Ja CE€ CIOJACIAT CaMo C
XOpara OT CIUCHKA C MPHUATEIHN HAa YOBEKa, KOMTO MCKa Jla Ka4l CHUMKATa, U OIle M0-100pe — caMo
C Tpymara Ha Hal-OJMU3KHU MPUATETHN OT PealTHUs KUBOT. BaKHO €, KOTaTo ce CHUMa ChC CMapTQOH,
Ja ce YBEpHTE, Y€ CHUMKHUTE HE Ce KayBaT aBTOMATUYHO B Mpoduia Ha pOIUTEINs WIH JIETETO B
caiitoBe karo MHcrarpam Hampumep. B mpodwinre cu B cONMaTHUTE MPEXH TpsOBa Ja CTe
CUT'ypHH, Y€ CTE HACTPOWJIM JOCTHIIA IO CHUMKUTE CH Taka, 4e Jla C€ BIDKAAT CaMO OT MPHUSITEIUTE
Bu. Cp1ioTo ce oTHAcs ¥ 3a HACTPOWKHTE HA OOJIAYHM YCIYTH, B KOMTO CE€ ChIbPXKAT CHUMKU U
nHpopmarus.

OHJIAITH (KMBEP)TOPMO3DbT mnpencTapisBa H3MOI3BAHETO HA MHTEPHET 3a HAHACAHE HA
E€MOIIMOHAJIHA BpeJa BbPXY APYrH Xopa. TOpMO3BT B MHTEPHET MOXKE JIa MMa Pa3IudHu (opMH.
Toit Moke Ja MHHABa IMpe3 pa3NpOCTpaHsIBAHE HA TMOJUTPaBAaTEIHM M OOUJIHU CHUMKH U
BH/ICOKJIMIIOBE B CATOBE 32 CIIOJICIITHE HA BUACOCHAbpKaHue kato Vbox7 u YouTube , ch3naBane
Ha QanmuBu Mpoduid ¢ OOMIHO ChIbp)KAaHHE B coUMaTHH Mpeku kato Ask.fm , DeiicOyk u
Wucrarpam, KakTo U B ChOOLICHUS U U300pa)KEHUS B MPUIIOKEHUS 32 KOMyHHKaIus karo Ckain u
Baii0bp, mnau B U3MpaliaHeTo Ha OOWIHU CHOOIIEHMS M KOMEHTAapH, B ChHIIUTE CailToBe U
mIaThOpPMH.

KPA’XKBATA HA TITPO®WUJI (xakHaT mnpoduia) NpeAcTaBisBa MPHCBOSBAHETO HA YYXK]
noTPeOUTENCKM TPOoQHI B COIMaliHa Mpexa, rmatgopma 3a oOuryBaHe (Hanmpumep DeiicOyk),
eJIEKTPOHHA TIOoMIa WK Apyr caidT. Kpakbara ctaBa Bb3MOKHA Upe3 BIU3aHE C MTPaBHIIHATA MapoJia
M HeiHaTa TOAMSHAa C HOBa M HEW3BECTHA 3a YOBEKA, HA KOTOTO MPHHAJICKH MPOQUITBT.
Bw3moxkHo e cien kpaxOata mpodmuIbT Ja ce U3Moi3Ba 0€3 3HAHMETO M ChIVIACHETO Ha
I'bPBOHAYAIIHUS COOCTBEHHK. AKO Ha JIeTe IMOJ 3aJbJDKUTENHATa 332 MOBEYETO COLMAIHU MPEXHU
BB3pacT OoT 13 roguHu (Ta3u Bb3pacT € Takapa, 3all0To MO-ToJIsIMaTa 4acT OT MOMYJSPHU COLMATHU
MpeXH ca aMepUKaHCKM M IpaBWiaTa 3a I[IOJI3BaHE ca CbOOpa3eHH C aMepHKaHCKOTO
3aKOHOJATEJICTBO) Ce ch3/aBa coOcTBeH mpodui BbB dDelicOyk, MHOTO € BaKHO NpHU H30opa Ha
BB3pacT na ce u3bepe moa 18 roauHU, THil KaTo 32 HEMBJIHOJETHUTE MOTPEOUTENM MUMa BaKHHU
TOMBIIHUTEITHH 3aIUTH.

KPAKBATA HA JIMHHU JAHHM e Bua KOMOIOTBPHO MPECTHIUIEHHWE, INPU KOETO Ce
pUI0OUBAT YyKIU JIMYHU JaHHU C 11e] (UHAHCOBA M3Mama WM 3JI0ynoTpeda KaTro TErjeHe OT
0aHKOBa CMETKa, MJIM KaHAWJATCTBAHE 3a KPEAMUT OT UYXJI0 MMe. Ta3u omacHOCT Mo MPUHLUI HE
3acsra Mo-MajkuTe Jela, KOUTO He MpUTekaBaT JUYHU JOKYMEHTH, OAHKOBH CMETKM WJIM KapTH.
Ho npu tuitHelxppuTe Hag 14-roauiHa Bb3pacT TO3M PUCK CTaBa aKTyaJcH.

OUIIUHI' ATAKHUTE ca Hnaii-pasnpoctpaneHara ¢gopma Ha HHTepHeT M3MaMa M LIMPOKO
M3IMOJI3BaH MOXBAaT OT KOMITIOTHPHH MPECTHIIHUIM 3a IOJydaBaHe Ha BakHa uMHpopmanus. Tosa
npecThivieHne ce Hapuya ,,pummHr’ (,,phishing” — "3apuOsBane”, nmpousnusza ot fishing —
prOOIIOB), 3aIIIOTO EIEKTPOHHHUTE CHOOIIEHUSI, KOUTO C€ pa3Ipaiar,
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Ca KaTo ,,B’b,Z[I/IHI/I” C OCHOBHA LCJI IOJYYaTCIIUTE Ja CC ,,XBaHaT” Ha TAX opajgu CBOsATa HEOIMUTHOCT

U HEOCBCAOMCHOCT, KaTO UM OTI'OBOPAT. HpI/I (bI/IH_II/IHl"a HU3MaMHUIUTE pasnpamar CJICKTPpOHHA
rnomia, KoATo npeTcHaupa, 4€ uJiBa OT NOYTCHA KOMIIaAHUA U CC OIMUTBA Aa y6€I[I/I oJIy4daTeiida aa

Jajzie BakHa JIMYHA WK puHaHcoBa nHpopmarus. ExekTpoHHOTO choOIIeHre 0OMKHOBEHO MOJIU /12
ce M3MPATAT JUYHU JaHHU M JaHHU 32 OaHKOBa CMETKa B OTTOBOP HJIM JIa C€ BbBEAAT Ha yeOCauT,
KbM KOHTO MMa Bpb3Ka. Te3u JaHHU ca Hampumep MOTPeOUTENICKM MMEHa, Mapoid M HOMEpa Ha
KpEAUTHU KapTH.

SAIUTA HA KOMIIIOTBPHUTE MPEXKHU OT OITACHA EJIEKTPOHHA ITOIIHA

1. He Tps6Ba ga ce mposiBsiBa MHUIIMATHBA 3a MOJIyyaBaHE HAa MMEWJ MUCMa, HUHTEPHET CTPaHUIIH,
KOUTO MpejaraT Oe3IIaTHU WM IUIATeHU YCIYTd U CTOKH, YEeCTO IMpeaaramiy 1a BU H3MPaTAT
npoMoIuu 1o e-mail. OTkaxkere TakaBa yciyra.

2. Nmeiin aapecwT ce croaens camo npu Hyxxaa. Korato ce mpenaBa 1mo e1uH Wid APYr MOBOJ, CE
BHHUMaABa 3a CJICAHUTC JABC HCLIA: IIBbPBO AaJIM OpraHu3anuiaTa UJiInu YOBCKBT, KOUTO I'0 IIOJy4YaBar,
1€ BH M3MPATH HEXXEIaH UMEIIT; BTOPO, MOXeE JIM JIa C€ pa3dynTa, 4e MMEHI aipechT HiAMa 1a Oble
JlaJIeH Ha TPETO JIMIIE.

3. He ce oTBapsAT mMmeinTe B HEexenaHa romla. Hukora He ce oTBapsiiiTe mpukadeHu (aidsioBe B
CBhOOIIIEHUST OT HEIMO3HAT M3Mpaiiad. AKO HE ce MO3HaBa MMETO B moJieto ,,OT”, HE OTBapsiTe
MpUKadeHUs Qait.

4. Axo ce 1oJlyuyl HEOYaKBaHO ChOOIIEHHE ChC CTPAHEH NMpHKaueH (ailia oT MO3HAT U3MIpallay, To
Ou MOTrJIO Ja CchAbpKa BUPYC. MHOTO 3JIOBpEIHH TNPOTPaMHU CE€ Pa3NpOCTPaHSIBAT 10 BCHYKU
KOHTAKTH, KOUTO HAaMEpsAT B IMOMIATa Ha 3apa3eHus KOMOIOTHP. TakuBa ChOOLICHHS YEeCTO MUMaT
CTpaHHa TeMa WJIM MMe Ha npukadeHus Qaitn. Yecto ToBa € 1MIErOBUTO CHOOIIEHUE, HAChPYABAIIIO
roJiyyaTessi Ja BUAM KapTHUHKA WIM Ja IpodeTe MpUKadeH TEeKCTOBU (ailn. Bunaru msncksaiite
NOTBBPKACHUE OT U3Mpallaya, Ipean Aa OTBOPUTE ChOOIICHNE WU MPUKadeH (ail OT TaKbB BUJL.

5. IlpoBepsiBa ce MBbIHOTO UMe Ha npukadeHus (aiin. CkpuTuTe pasmIMpeHus oT UMETO Ha ¢aiina
Morar Jia 3a0JIy/aT 1a OTBOPUTE 3apa3eH npukaueH (aiin oT umeilna. Bunaru ce nposepsiBa nanu
UMEMIT MPUIIOKEHUETO MOKa3Ba ITBIHOTO UME Ha MpUKadeHUs (aiii1, BKIIOUNUTEIHO pa3lIMPEHUETO.
Bupycu u uepBen Morar jaa ce ChABPXKAT BbB (aillioBe, KOUTO M3IJIEKIAT KaTo KapTUHKH,
HarmpuMmep ¢ pasmmpenue .jpg. Ho e Bb3MOXKHO /1a UMaT CKPUTO paslIMpeHHe, KaTo .exe Wi .vbs
KbM MMETO Ha (ailyia, KOeTO 03HauaBa, 4e MPUKAYEHUT (Pailyl He € KapTHHKA, a IporpaMa, KosiTo
1€ ce CTapTupa, IIIOM C€ OTBOPU MPUKAYCHUS (paii.

6. BuumaBa ce ¢ QanmmuBuTe HpenynpexaeHus 3a BupycH. DanluBUTE NpPEeAYNpEKICHHUS 3a
BUpYCH ca u3BecTHU Kato "hoaxes". ToBa e ¢anmmBo cboOIIeHHEe, KOETO MO/IBEXk/1a TOTPEOUTETUTE
7la BApBAT, Y€ ca MOJIyYWIM BUPYC U TM HAchpyaBa Ja NPENpaTIT IPEIyNpekICHUETO Ha BCEKH,
KOT'OTO IO3HAaBAT.

7. He otBapsiiTe HWMeiiN, ChABPXKAI HEXelNaHa pekiama. Toil Moxke aa ObJae HM3MON3BaH 3a
MpeHacsiHe Ha BUPYCH U uepBer. OT choOpakeHus 3a CUTYPHOCT O TpsiOBaJIO Jla U3TPUBATE BCUUKHU
peKJIaMHH CHOOIIIEHMsI OT HEMO3HAT M3MpaIlay BeaHara, 0e3 1a T OTBapsTe.
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8. He ce m3mon3Ba camo €IHa IIOIICHCKAa KYTHA 3a BCHUYKO. CHCHI/IaJ'II/ICTI/ITe 110 KI/I6epCI/IprHOCT

IIPENopBUBAT J1a C€ OTKPUBAT HAKOJIKO PA3JIMYHU MOIIHU U J1a C€ pa3JeliAT 0 IpeJHa3HauYCHHE.
9. M36sraiiTe ChIO TakKa Ja Mpenpariare micMa MeKIay HIKOJIKO BAIIH MOIEHCKH KyTHH.

10. He e mpenopb4uTesIHO J1a ce MPEenpamiar NucMa 10 HIKOJIKO YOBeKa eIHOBpeMeHHO. OcoOeHO
TakWBa, OT THIA - "MIperpareTe To 0 7 YOBEKa U IIe BU CE CIy4YH HeIlo Xy0aBo'" Win "OMOTrHeTe
Ha OOJIHOTO MM JI€T€, KaTo IpenpaTuTe TOBAa MUCMO Ha MHOTO XOpa, €qu KO CH IIe MU JAaje 3a
BCCKM 3 WMeina 5 neHta, Hampumep. Te3n mucMa ce pasmpocTpaHsBaT C IIed ChOMpaHe Ha
IEeWCTBUTEIHN UMEHII afipec, Thi KaTo MpH Ipenpaiiane, KbM IMHCMOTO ce J00aBAT aBTOMAaTHYHO
U ajgpecuTe Ha mpeaHuTe noiydarenu. Ciel HAKOJIKO MpEnpallaHus, B €IHO TaKOBa IHCMO Ce
CchOMpaT HIKOJIKO CTOTHIM pEaHM MMEWJ aapeca, KOMTO CIEJ TOBa Ce MpojaBaT Ha (GUPMH 3a
criam.

11. Ako Bce mak MCKare Jia MpernpaTUTe HIKAKBB TEKCT WM MHQPOpPMAIUs, KOSATO CTE MOJIYUHIIH,
KONMpanTe TEKCTa M ro U3IpareTe Kato HOBO nmucMo. He mpenpamaite npeaHoTO, BBIIPEKU Y€ €
IIPUMaMJIMBO MO-JIeCHO. Taka 11e npeanasuTe NpusTeNInTe CH OT OBbAEIL CIaMm.

12. Axo nopajau HKaKBa NpUYMHA IBPKUTE J1a IPENPATUTE OPUTHHAIIHOTO IUCMO, CIIOXKETE ajipeca
B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOW OT MOJy4YaTeNuTe HAMA J1a BUAU aPECUTE
Ha Apyrute mnonydarend. [IpuyrHarta ga ro W3IMON3BaTe HE € Ja CKPHETEe IMOJydaTelIUuTe CIUH OT
ApYT, a 1a T TpeIa3uTe, B Cliydail ue aJjpecHaTa KHUra WM eJIEKTPOHHATA IMOIa Ha HAKOH OT TSX
CTaHe JIOCThITHA Ha criaM-00T (HampuMep Mmopajar BUpycHa HHPEKIUS Ha KOMITIOTHPA MY ).

13. Ilewan6a ot jotapusi: He cTe cneuenwin. CiaMbpuTe U3MOA3BAT HAW-pa3IMYHU [IPUMaMIIMBU
3arjaBus Ha IHCMATa, 3a J]a HakKapaT HOoJydaTers Aa 'M OTBOpU. MHOro moTpeOuTenn HaucTuHa
OTBapAT NMOA0OHM mHcMa. Jlopu cie oTBapsiHETO BEHAra Jia o M3TpUeTe, CaMOTO OTBapsHE Ha
MICMOTO O MOTJIO 1a TIOTBBP/IH, Y€ aJIPeChT € PealeH U BUE CTE IO IMOTyUHIIH.

14. OTtnucBane oT OOJIETHH, 32 KOMTO HE MOMHHUTE Jia CTE Ce 3amucBaiid. YecTo cpemaH MeToj,
M3IIOJI3BaH OT CIIaMbpPUTE 32 HAMUPAaHE Ha aKTUBHUTE MOUICHCKH ajapecu. M3mpaiia ce OroeTuH ¢
JUHK 3a OTHHCBaHe (yK) OT moidy4aBaHeTo My. OTmHcBalku ce, BCBUIHOCT MOTPEOUTEIST
MOTBBHPIKABa, Y€ U3I0JI3Ba MOLICHCKATa KyTHs, C KOETO BEIHAra BIIM3a B CIaM JIMCTUTE. BMecTo na
ce OTIHCcBaTe, OJOKUPANTE MOTyYaBaHETO Ha TIKCMa OT TO3H aJIpec.

15. He otBapsiite mucMa, KOUTO ca (UIIMHT aTtaku. Hail-moOpusT HauuMH Ja ce 3allUTUTE OT
(GUIIMHT aTaku € KaTo HUKOra He OTBapsATe (UIIMHI MUCMa, HO YECTO € TPYAHO Jia Ce€ pa3lo3Hae
KO€ MUCMO € QUIIMHT aTaka. MoskeTe J1a Th pa3lo3HaeTe Mo:

» Oo0psmennero e "Dear Customer" miu "Dear User", a He BameTo ume.

» B mucmoro nwumie, ye akayHTHT Bu 1ie ObjJe mpekpareH B Cliydyail, 4e HE MOTBBPIUTE
JTaHHUTE cu He3abaBHO. /Hackopo cmambpuTe M3MoN3Baxa Mmojo0eH moxBaT korato Ckawi
ce cpuHa 3a 1 neH. PasmpocTpaHuxa chOOIIEHHUs, Y€ CKalM 1€ YUCTH HEaKTUBHU aKayHTH U
Ce HWCKallle Ja ce pasmpaTH ChOOIIeHHe Ha ToHe 15 morpedutens, 3a Ja ce JIOKaxe
aKTHUBHOCT./

» HmeirsT uyiBa OT aKayHT, MPWIHYAII, HO HE €JHAKBB C TO3HM, KOWTO W3ITOJI3Ba M3BECTHA
¢dbupma, opranuzanus 1 JIp. AKO HE CTe€ CUTYPHHU JaJId MUCMOTO € (DUILKHT UK He, Hall-
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no0pe € Aa He OTBapsTE JMHKOBE, KOUTO ca MyOJIMKYBaHH B HETO, a Jla HAaIHUILIETe HA pPbKa
ajipeca Ha caiiTa, KOWTO BU € HEOOXOIUM.

» AKO cTe NOJYYHMIIM TakoBa MHCMO, 3a MpearoYyuTane € Ja OJoKupare ajpeca, OT KOHTO €
usnpareHo. Koraro ro Giokupare, Bue naBare ykazaHus Ha NMOMIEHCKUAT KJIIMEHT, Y€ TOBA €
craM u He TpsiOBa na ce npuema. [loBedero morpeduTenn od6ade mpocTo U3TPUBAT criama U
TOI mpoabikaBa Ja ulBa B Kytusta. Hacrosmure npaBuia ca pa3paboTeHH C OIJIen
dbopMupaHe Ha TOJUTHKU B JETCKUTE TPaJWHU U YYWIUIIATa, KOUTO Ja OpraHu3upar
M3MOJI3BaHETO Ha 00pa3oBaTeNHUS MOTEHIMal KaKTO Ha KOMIIOThbpHaTa Mpexa Ha
oOpa3oBaTenHaTa MHCTUTYIUS, Taka U Ha rjio0aiHaTa Mpexa, B ChUYeTaHHE ChC CUCTEMa OT
MEpPKH 3a CUTYPHOCT M 0€30I1acHOCT Ha Jenara u yueHunure. [Ipuiaranero uM Ha IpakTHKA
[[eTM TIOBUIIIABAHETO HA WH(POPMHUPAHOCTTA U JUTUTAIHATA TPAMOTHOCT Ha OOITHOCTTA OT
JIe1a, pOIUTEINH, YYUTEIH, TUPEKTOPH U CITY>KUTEIIH.

Hepaznenna yact ot HactosuuTe npasuia ¢ [Ipuiioxenune Nel
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JAEKJIAPALIMSA
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YUCHHK OT .eevveneeenveaneennns KJ1ac
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TeMEDOH. ..cevieiieeiieieeeeee e ,e-mails Lo

ﬂemapupam, ue Cbm 3anO3Ham U Kamo YU€HUK CoMm O1bIICCH 0a CRa3eéam cjiaeoHume

npaeuna 3a unghopmayuonna cuzypuocm Ha mepumopuama na Cnopmuo yuunuuie ,, Bacun

Jleecku® - Ilnosoue u/unu Oowexncumuama.

1.

AKO ce 3aTpyJHSIBaM B TAXHOTO pa3dupaHe, MOra Jia Mojiyda MmojAKpena oT pOAUTEN UK
OT YYHTEJI, 32 1a MU ObJIaT OOSICHEHU:

He nmaBam nmuuna mHpOpMAaIusa: UMe, aapec, mapoja OT eJICKTPOHHA Tolna, Ipoduil B
COIlMaJIHA MPEXa, TMYEH TeJeGOHEH HOMEp, YUMIHIIETO, B KOETO Yy4a.

He naBam mH(popmarus 3a mectopaborara win JW4YeH U clykeOeH TenedoHeH HoMep
Ha pOJAUTCIINTE, HaCTOﬁHI/IHI/ITC, 6J'II/I3KI/IT€, MNpUATCIIUTE, CbYUCHUIUTE U IMO3HATUTC CHU
0€e3 TAXHO pa3pelIeHHe.

He wm3mpamam u He kauBaM OHJIaliH CBOM CHHMMKHU M BHJea, 0e3 Mpeau ToBa Ja e
00CBH/ICHO U B3€TO PEIIEHUE C POJTUTEINUTE MU.

He um3mpamam v He KayBaM OHJIAH CHUMKM U BHUAEAa Ha MPHATENH, ChbYyYEHHIH,
POJHUHM, YUUTENU, OJM3KH, MO3HATH U Jp., 0€3 Mpeau ToBa J1a € 00CHIEHO C TAX, a B
CIIy9anTe, KOTaTo Ce Kacae 3a MOM MPHUATEIH, ChYYCHHIIH, Ja € ChIIIAaCYyBaHO OT TAXHA
CTpaHa M C POJTUTEIIATE HM.

He otroBapsiMm u He oTBapsM NpHKavyeHU (aiIoBe Ha €JICKTPOHHA ITOIIa, MOJydeHa OT
Herno3HaT nogaren. Ts Moxe Ja ChAbpiKa BUPYC UITH ApYyTa 3J0BpPEAHA MTPOrpaMa, KOsTo
Ja yBpeAu KOMMIOThpa/TenedoHa/Tabnera WiM a IO HalpaBU YSI3BUM 3a BBHHIICH
JOCTBII.

[lle ce mochBETBaM C POAUTENUTE CH/yUUTEIN, MPEAU N1a CBajs WM MHCTATUpaM HOBa
porpama/mpuiIoKeHne Ha KOMITIOTBD, TeledoH, TabjeT, KaKTo W HE TpaBs HHUIIO,
KOETO MOJKE JIa YBpPEIH KOMITIOThpPA WM Ype3 JaJCHO JCHCTBUE Ja ce Pa3KpHAT JaHHU
3a MEH U CEMENCTBOTO MH.

Hemara, xouto mpaBsi B WMHTEpHET, HE TpsOBa Ja BpeIsIT Ha JPYrd XOpa WM Ja
MPOTUBOpPEYAT HAa YCTAHOBEHUTE MpaBuiIa (4acT OT TAX ca YPEACHH B 3aKOHH).
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IIpunoxenne Nel
N3BecTHO Mu €, 4e € 3a0paHeHO J1a ce M3MOJI3Ba TYKI0 MOTPEOUTEIICKO UMe, IMapoiia U

CJICKTPOHHA II0IIIA.

He muma n He kauBaM HHUIIO, KOCTO MOXE aa € O6I/I,Z[HO HJIM YHU3UTCIIHO 3a MCH HJIK 3a
Jpyru xopa.

HezabaBHo wHbOpMHUpaM BB3pacTeH (POIUTEN, YUYUTEN, IUPEKTOP, MEAarormuecKu
CHBETHHK), KOTaTO TOIMAa{HA HA MaTepHalld, KOUTO Me KapaT Ja C€ YyBCTBaM HEyI00HO
WM Ha MaTrepuaid C BpPCAHO WM HC3aKOHHO CBABPIKAHUC, KOCTO MOXKE [a 6'5,[[6
nopHorpadusi, MPOIMOBsIBaHE HA HACWIME W TEPOPU3bM, €THHUECKA M PEIUTHO3HA
HCTOJICPAHTHOCT, ThbProBUsA C HAPKOTUILU, Xa3apT U AP.

He OTroBapsMm Ha C’bO6H_[eHI/I${, KOHTO Ca O6I/I,Z[HI/I, 3aIJIAalIUTCIIHA, HEITPUIMYHU UJIK ME
KapaT Ja ce 4yBcTBaM HeynooHo. MudbopMupam poautenute cu/KiIacHUs pbKOBOAUTET,
YUYUTCII, JUPEKTOP, IIEAArOrNICCKU CbBETHUK 34 TaKHBa C’bO6IHeHI/Iﬂ.

AKo HAKOII Me O6I/I)I(,Z[a WJjIxd TOPMO3HU OHHaﬁH, HC OTroBapsM. HOKJ‘IaL[BaM 'O Ha
OTTOBOPEH BB3paCTEeH (POAUTEI, yUUTEN, TUPEKTOP, IEIarOTUYECKU ChBETHUK).

Mora u cam Ja JOKJIaaBaM, KaToO IIoJaM CHI'HAJI Ha CaMus CalT WM Ha IOCOYECHUTE
agpecu:  www.gdbop.bg ; www.cybercrime.og ;  www.spasidete.com
www.facebook.com/bgcybercrime ; www.safenet.bg wu ro OGmokupam. {obpe e aa
HampaBsl BeJHAara €KpaHHa CHUMKa (CKPUMHILOT) Ha CBOTBETHHS pa3roBOp WU

ChIIbPKaHUE KaTo eJNEeKTPOHHO JOKa3aTelCTBO, KOETO IMpeAaBaM Ha OTrOBOpPEH
BB3pacTeH (POIUTEN, yUUTEl, AUPEKTOP, MeIarorH4eCKH ChBETHUK).

BuumaBam, korato pasroBapsm B yar. [lomHs mpaBuio Nel: ye xoparta oHaiiH He
BHUHArH ca Te3H, 32 KOUTO CE MPEICTaBAT U MOTaT Ja ThPCAT onpejesieHa nupopmarus,
C KOSITO Jia 3JI0ymoTpedsT ¢ MeH win ¢ apyrute xopa. IlpaBuio Ne2 e de He mpaBs
HUIIO Ha IPYT YOBEK B MpexkaTa, KOETO HE UCKaM JI1a MU C€ CIy4Yd U Ha MEH.

AKO ce ciTy4u Jia morajHa Ha nHGopMaIus Wik Ipyro chabpxkaHue B Mpexara, KoeTo
HE MH XapecBa WM Me IUIAllM 10 HSKAaKbB HA4YMH, MOra Ja IojaM CHUTHal Ha
JneHoHoIlmHata u OesmnatHa Hamumonannata TtenedonHa nuaus 3a nena 116 111, Ha
oraen ,,Kubepnpecrbpnuoct™ Ha I'JIBOIT (http://www.cybercrime.bg/bg ), na IlenTspa
3a Oe30maceH MHTEpHET Ha ajapec: Www.safenet.bg , wnu Ha Texuus tenedon 124 123,
WK TIpe3 YaT-MoayJia Ha Www.safenet.bg .

He tpsi6Ba na nmpuemam cpemu ¢ Juna, ¢ KOUTO CbM C€ 3all03Hajl/a B MHTEPHET, OCBEH
cleq chrilacuero Ha pojaurtenure Mu. IlomHs, ye Xopara, ¢ KOMTO C€ 3alo3HaBam
OHJIaliH, HE BHMHAru ca Te3W, 3a KOUTO ce mpenactaBaT. OnuTBamM ce BUHAru Ja
MIpOBEpsIBaM Jlajil YOBEKBT OTCpEIla HaUCTUHA € TO3H, 3a KOrOTO CE IMpEICTaBs upe3
IIpOBEpKa Mo UMe, UMEJI, CHUMKa U KOHTPOJIEH BBIIPOC, HAa KOWTO O TpsiOBaso 1a 3Hae
OTroBOpa, ako0 € HaucTHHa To3u. lIpu cbMHEHHME MOXe Ja mojJaM CUTHal WIH Ja
NOTHPCSI CHBET Ipe3 caiita Ha LleHTbpa 3a Oe3omacen uaTepHeT WWW.Ssafenet.bg .
W3nom3BaM HacTpoiikuTe 3a 0O€30MacHOCT M 3aliuTaTa Ha JIMYHUTE JaHHU Ha
COLIMAJTHUTE MPEXKH, MOOMIIHUTE MPHUIIOKEHUS U Opay3bpuTe.

N3nomsBam ynkimsaTa 3a 6e3onacHo chpdupane. He mocemaam caiiToBe B MHTEPHET,
KOHUTO Ca ChC ChIbPKAHNE, HEMTOIXOISIIO 32 AETCKA ayAUTOPHSI.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/
http://www.cybercrime.bg/bg
http://www.safenet.bg/
http://www.safenet.bg/
http://www.safenet.bg/
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N3non3eaM TpyaHU (IBJITH, C TTABHU U MAJKU OYKBH, IU(PU U CHEIUAIHU 3HAIN) U

pa3JIM4YHU 32 BCEKHU CalT MapoJiu.

W3non3BaM aHTUBUPYCHA MPOTpaMa, KOSITO CIIE/IBa PEIOBHO € ce OOHOBsIBA. 3ae/THO C
OTTOBOPHUTE BB3PACTHU (POJAUTEN, YYUTEN, IUPEKTOP), TMOIABPIKAM IOCICIHUTE
aKTyaJIM3UpaHU BEPCHH HA BCUYKH MPOTPaMU M IPUIIOKCHUS.

AKO 1oN3BaM OOIIM KOMITIOTPU, BHHArM MPOBEPSBAM [l CbM H3JS3BI/U3IIA37a OT
npodua cH, Ciel KaTo CBbPILIYU Yaca. B ciydaii, ue Hamepsi yCTpOWCTBO, Ha KOETO JPYyT
VY4EeHUK € paloTWi, HO HE € 3aTBOpWi mpoduia cH, BeAHAra Ime u3jisL3a 0e3 Ja
MIperJekIaM, MPOMEHSIM Ui 100aBsiM nHpopManus B mpoduiia my.

HNme, pamMuiius ¥ NOANUC HA YYEHUKA:

HNme, pamMuiius ¥ NOANUC HA POAUTEIS:

MHara:



