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ITPABHUJIA
3A BE3OITACHOCT B KOMITMIOTBPHATA MPEXA
N B UHTEPHET HA YYEHUIIUTE

B CIIOPTHO YYUJINLIE ,,BACHJI JIEBCKH“, OBIIEXKUTUE 1, OBIIEXUTUE 2



Te3u mpaBuiia ca pa3pabOTeHN HAa OCHOBaHKE MpaBmiia oT Jlbp)kaBHATA areHIIMS 33 3aKpujia Ha
JIeTeTO, B MapTHROPCTBO ¢ [ maBHa nupekuus ,,bopba ¢ opranusmpanara npectbnHoct”’, Hanmonanexn
IEHThp 3a Oe3omaceH HHTEepHET, MUHHCTEPCTBO Ha OOpa3OBaHMETO W Haykara, PernoHaiHo
yopaBjieHHE Ha 0Opa30BaHHMETO, PHKOBOAUTEIM HAa OO0pa3oBaTeNHHM HHCTUTYynMH OT Cbhio3a Ha
paboTojaTenuTe B CHCTEMara Ha HapojHaTa IpocBeTa B buirapus, CipyKeHHETO Ha JUPEKTOPUTE B
cpenHoTo oOpa3oBanue Ha P bbarapus u ca gact oT nmpaBHIIHKUKA 3a 0€30MaCHOCT Ha O0yYECHHE U TPYT
B CVY ,.Bacun Jlecku* — IlmoBauB u oT cuctemara 3a komyHukaius u uapopmanus B CY ,,Bacun
JleBcku* — I1moBauB.

HEJIMTE HA ITPABUJIATA CA JA CE:

» Jla rapaHTHpa IpaBOTO HA YYCHUIIMTE HA AOCTBII 10 HOAXO/sIIA HHPOPMALIUS U MaTePHAITU B
MperKara;

» Jla OChIIECTBH MPEBEHLUS U CHHTE3UpPa HAa €IHO MICTO MH(OPMAIHMATA 32 ONACHOCTUTE B
UHTEPHET;

> Jla ce mpenocTaBsAT KOHKPETHH HACOKM 3a 3aKpHia Ha JEeTeTo M Oe30IacHO IOBEJCHUE B
KOMIIIOTbPHATa MpeXka B YYWIUIIEC U B UHTCPHET;

» Jla ce monoOpu KOOpAMHAIUATA u OTTOBOPHOCTHUTE Ha YYaCTHUIIUTE
H/WIH BCUYKH 3aMHTCPCCOBAHU CTPAHU.

OTroBopHOCTTa 3a rapaHTUPAHE IIpaBaTa Ha JiellaTa 1 3allluTa Ha TEXHUTE HHTEPECH € CIIOJeIeHa
OTTOBOPHOCT MEXAY CEMENHCTBOTO, OOLIECTBOTO U AbpiKaBaTa, Ype3 HEHHUTE OPraHu U UHCTUTYLIMH.
Benpeku ToBa, Ta3u OTTOBOPHOCT € Pa3lpeieNieHa, KaTo TS Ce Iaja NPUOPUTETHO Ha CEMENCTBOTO,
[0-CHEeLMATHO Ha POAUTENUTE, HACTOMHUIIUTE, MONEUUTENUTE UIN APYTUTE JIHULA, IPU KOUTO JETETO
€ HaCTaHEHO, TOraBa Koraro € Ouia mpeanpueTa MsapkKa 3a 3aKpuia o OTHOLLIEHHE Ha HEro.

OTuuTaiikul TPyZ0BaTa aHTAKUPAHOCT HA POJUTEIINTE, B HAKOH OT CIIyU4auTe U TPYTHOCTHUTE, KOUTO
W3IUTBAT B OTIVICKJIAHETO W BB3IMHUTAHUETO HA JIETETO, B OCHOBOIMOJIATAINUS MEKIYHAPOJIEH aKT 3a
npaBara Ha jaereto KonBenrusara Ha OOH 3a mpaBara Ha JIeTeTO, KAaKTO M B PeaUlla HOPMATHBHU
aKTOBE OT HAIMOHATHOTO HHM 3aKOHOJATEJICTBO, € IOCOYEHO Kak OOIIeCTBOTO, COIHMATHHUTE H
00pa3oBaTeTHUTE WHCTUTYIIMHU, U Jbp)KaBaTa M3ITBIHIBAT TE3U CBOM OTIOBOPHOCTH 3a OKa3BaHE Ha
aJleKBaTHa TOJIKpeNa Ha CEeMEHCTBOTO, 3a 3aKpWia Ha JIETETO M 3a 3allliTa Ha HErOBUTE MpaBa U
HHTEPECH.

CerinacHo Konpenuusara Ha OOH 3a mpaBata Ha J€TE€TO, pOAMTEIUTE HWMaT IbPBOCTEIECHHA
OTTOBOPHOCT 32 OCUTYpsIBaHE BUCIIUTE WHTEPECH Ha JETETO JAa ObJAT MbPBOCTEIIEHHO ChOOpakeHHeE.
PonurenuTe wimm, criopes ciydasi, 3aKOHHUTE HACTOWHUIIH, TTOTICYUTEIH HITH IPYTH JIUIA, IPH KOUTO
JIETETO € HACTAHEHO, HOCAT OTTOBOPHOCT 3a OTIVICKAAHETO U PA3BUTHETO HA JAETETO.

JIpprkaBara, upe3 HEHHUTE OpraHu, TPsOBaA Ja MPEaIpUeMe MOIXOSATN CTHIKH, 3a J1a TIOKPEIn
POJMTENNUTE TIPU U3IMTBIHCHUETO Ha TEXHUTE OTTOBOPHOCTU. AKO HSKOW POJUTENTH HE MOTaT WM CEe
3aTPYyJHSBAT, TO B T€3U Clly4au C€ HAMECBAT OTTOBOPHUTE AbP’KABHU MHCTUTYIIMH, 34 Ja OCUTYPST
CIa3BaHETO Ha MpaBaTa Ha JIETETO U 3a/I0BOJISIBAHETO HA HETOBUTE HYK/IH. 3aIbJDKCHUE HA AbpKaBaTa
€ OCUT'ypsIBaHE PAa3BUTHETO HA UHCTUTYLIMH, 3aBEICHUS U YCIIYTH.

B Tazu BPb3Ka poJisiTa HA 06pa30BaTeJ'IHI/ITe HUHCTUTYLUHN € U3KITIOUYHUTCIHO BaXXHAa U KIIFOYOBA. Te
MOTraTr Ja JOIpHUHECAT 3a 06y‘-IeHI/IeTO U INPCBCHIUATA HA PUCKOBCTC HC CaMO Ha J€1aTrd, HO U Ha
POOUTECIIUTE, KATO IO TO3W HAYHMH MOTraT Ia UMatT JIBOIHA I10JI3a 3a JAeliaTa. B Ta3u mocoka HaCTOSIIUTE



mpaBujia, 1aBaT OCHOBHHU IO3HAHUS 3a OMACHOCTUTC, KOUTO KPHUC BUPTYATHOTO MPOCTPAHCTBO C IICJI
OCUTYpsSIBAHC 3aKpuJiaTa Ha ACTCTO OT BPCAHU 3a HECT'O I/IH(I)OpMaI_II/Iﬂ, MaTCpHraId U KOHTAKTH.

OCHOBHMUTE INPUHIUIIN 3A PABOTA B KOMIIIOTBPHATA MPEKA B YYUINIIE
N B UHTEPHET CA:

1. PaBeH nocThIl HAa BCUUYKH J€la U YUEHULH;

2. 3ammTa Ha Jenara U yYeHUIMTE OT BPEAHO WM HE3aKOHHO ChIbpPXKaHUE U HUH(OpMAIHS
KaTo: CaMOHapaHsIBaHE, ThPrOBUsI C HAPKOTHUIM, Xa3apT, IpONaraHJupaHe Ha BPEAHU U
OTaCHHM HAaBHIIM U JIEHCTBHUA KaTO aHOPEKCHs, Oynumus, mopHorpadus, TolepupaHne Ha
pasnuyHu pOpMH HA HACHUIIHME, MPOIOBSIBAHE HA TEPOPU3bM, ETHHYECKA M PEIUTHO3HA
HETOJIEPaHTHOCT, CAMOYOMICTBO U JIp.;

3. 3auuTaHe W 3alllUTa Ha JIMYHATa HEIPUKOCHOBEHOCT;

4. TloaroroBka M KOHTPOJ Ha JeLaTa U YYEHULUTE 32 OE30I1aCHO U OTTOBOPHO IOBE/ICHUE
OHJIAMH;

5. ChbTpyIHHUYECTBO B JyX Ha TOJIEPAHTHOCT U JTOOPOHAMEPEHOCT MEXIY YUYWIHILIETO U
POIUTEINTE/HACTOMHUIIUTE.

KommiorspHara mpexa B yuriuie 1 OOIIeKUTUATA CE U3I0I3Ba B yUeOHHU YaCOBE U BPEMETO
3a yyeOHa MOJAroToBKa 3a oOpa3zoBarenHu 1enu. Llsmara Mpexa oOxBaia KOMITIOTPUTE, CBBP3aHU C
KaOeTHH W/vin 0€3)KUYHU BPH3KH, CATYUPAHU B KOMITIOTHPHUTE KAOMHETH, 000pYABAaHU KIIACHU CTaH,
doitacTata Ha OOIICKUTHATA, YJIHIIMIIHATA OMONMOTEKAa W aJMHHUCTPATUBHHUTE IOMEIICHUS Ha
oOpa3oBaTeiHaTa HHCTUTYIINS, KAKTO M YCTPOCTBaTa (IEpCOHATHU CMapT(OHH, JTANTOIN ¥ TaOJICTH )
¢ 0e3’KHUYeH TOCTHIT A0 UHTEPHET.

YYEHUIOUTE HA CIIOPTHO YYWIMLIE ,BACHUJI JIEBCKU“ — IIVIOBAUB UMAT
ITPABO HA:

1. Pasen AOCTHBII 10 MpPEKaTa Ha o6pa3013aTeJ1HaTa HHCTUTYLUA, C U3KITIOYCHUC HAa KOMITIOTPUTEC
B aIMHUHUCTPATUBHUTC ITIOMCIICHM .

2. Pabora c ycrpoiicTBata (KOMIIOTPH, JANTONW M TabJIeTH) B Mpexara ¢ MOAKpenara Ha
MEAArornyecky CIEeIUaIUCT.

3. OO6yueHue 3a 0e30MacHO U OTTOBOPHO MOBEJICHHUE B Mpe)kaTa Ha 00pa3oBaTeIHaTa MHCTUTYIUS
U B UHTEPHET.

4. Wndopmanus 3a npaBuiiaTa 3a pabora B MpexaTa.

o

Curypna nudpona cpeia B yUUIUIIETO.

6. IlomBane Ha MOOWJHHTE CH YCTPOHCTBa W3BBH YYeOHHS Tmpolec (IMOYMBKAaTa U
MEX1y4acusTa), a Ipyu U3PUUHO YKa3aHUE HA YYUTEN — U B yUeOHUS yac 3a LeIUTe Ha yueOHUs
poLec.

BAYKHO! I[IpaBunara 3a 6e30macHa paboTa B MHTEPHET, KOUTO YICHHUITUTE Ca 33 TbJDKCHH J1a CTIa3Bar,
C€ IIOCTAaBAT Ha BHUIHO MSICTO B 06p330BaTeJ'IHaTa HHCTHUTYLUA, KAKTO U B KOMIIIOTHPHUTEC Ka6I/IHeTI/I,
OOIIeKUTHUATA, TAKA M HA CaliTa HA YYUIUIIETO. B HauanoTo Ha yyeOHaTa roIMHA 10 MOAX OIS HAYUH
BCUYKHU YUEHUIU U TEXHUTE POAUTENH/ HACTOMHHIIN/ MONEYUTENH C€ 3al03HABAT C TAX. Y UYUTEIUTE U
BB3MUTATEINTE MEPUOTUIHO HATIOMHST 32 TSAX M 32 CUTYPHOCTTa B MHTEPHET B MOAXOASIN GopMu U
JNEHHOCTH, B KOUTO C€ BKJIIOYBAT YUCHULIUTE U POJAUTEIIUTE UM.



Yact 1. OTroBopHocTH Ha PBKOBOAUTEJMTEe Ha 00pa3oBaTeJIHUTe WHCTUTYLUHHM, Ha
npogecnonaancTuTe, padoTemu ¢ aena U ¢ HHPOPMAMOHHO-KOMYHUKAIIMOHHHN TEeXHOJIOTHH
(UKT)

JMpeKTopbT HA YYMIHIIETO:

1. Opranunsupa AeHHOCTTA IO U3MBIHEHUETO HA TE3M MPaBUJIA, U OCUTYpsIBa JIOCTHII J0
KOMIIOTbPHATA Mpeka, €(PEKTUBEH M IOCTOSIHEH KOHTPOJI, IUIAHUPAHETO Ha MEPKHU 10
OpraHu3alyATa 3a ClIa3BaHE Ha IIPAaBMIIATa 3a padOTaTa HAa YYEHULUTE B MpeKaTa U 3alluTa OT
BpPEHO WJIM HE3aKOHHO ChIbPKAHUE B UHTEPHET.

2. OcwurypsiBa MpH TEXHUYECKAa BB3MOXXHOCT M IPU HEOOXOIMMOCT MPOCIEAsSBaHE Ha
Tpaduka, OChIIECTBSIBAH Upe3 MpexkaTa Ha 0Opa3zoBaTeIHaTa MHCTUTYLIMSL.

3. Ilpu KoHCTaTHUpaHe Ha Cilyyau Ha KUOEpPTOPMO3, HE3aKOHHO ChIbp)KaHUE U IIOBEJCHUE
B Mpexara Ha oOpa3oBaTeiIHaTa MHCTUTYLUS W/WUIM B MHTEPHET He3a0aBHO KOMIIETEHTHUTE
opranu — Jlupekuus ,,ConupanHo mnoamnomarase®, mo mMecrornpeOuBaBaHe Ha jaereto u ['naBHa
mupekuust  ,,bopba ¢ opraHuzupaHata  MPECTBIIHOCT ,  CHEUUAIU3HPAHUAT  OTJEIN
,,Kubeprnpecrprnuoct* Ha MBP. B te3u ciayyan okazBa Hy’)KHOTO Ch/EIICTBHE HA KOMIIETEHTHUTE
OpraHy C ILIeJl YCTAaHOBSBAHE HA W3BBPIIUTEIUTE U NPEAIpHeMa MEPKH 3a IPOTUBOACUCTBUE U
IpeMaxBaHe Ha ChOTBETHOTO ChABPIKaHUE OT MpeKaTa Ha 00pa3oBaTeIHaTa MHCTHTYIHA. Moxke
Jla [oJjlyyaBa U KOHCYJITAaHTCKa IOMoIl 0T HarmoHamHus HeHThp 3a 6€301aceH HHTEpHET.

4. Opranuzupa B HA4aJIO0TO Ha BCsIKa yuyeOHa roJJuHa 3ario3HaBaHe Ha Jierata 1 yYeHULIUTe
U pOUTENINTEe/HACTOMHUIIMTE C ITpaBUiIaTa 3a 6e30macHa paboTa B MpeskaTa.

5. Ompenens 3a OTTOBOPHO JIMIIE), KOETO Ja M3MbIHABA (DYHKIMHUTE HA CHUCTEMEH
aAMUHUCTPATOp — pbKOBOAUTEN HamnpasieHue ,,UKT* B yuunuiuero.

qu/ITe.]'[I/ITe, neJarortIeCKuTe CrienuaJuCcTd 1 pPbKOBOAUTE] HAIIPABJICHHE HUKT ca AJIBbKHU 1A:

1. PazscHsBat mpaBumiara 3a 6€30MacHO U OTTOBOPHO MOBEACHUE MPHU paboTa B Mpexkara
Ha oOpa3oBaTenHaTa UHCTUTYLIUS U B UHTEPHET.

2. QOcpblrecTBsIBaT MOCTOSTHHO HAOMIOJEHHE U KOHTPOJI BHPXY paboTaTa Ha yYEHUIUTE B
MpeskaTa Ha 00pa3oBaTeTHaTa MHCTUTYIUS B y4eOHO BpeMe.

3. Tlpeanmpuemar He3a0aBHU MEPKHU 3a NMPEYCTAHOBSBAHE HA JIOCTHIIA HA YUCHHIIUTE JI0
HE3aKOHHO M BPEJTHO ChIbP)KaHUE B MpEKarta.

4. VYBenomsBar He3a0aBHO nupekTopa Ha CnopTHO yumnuiie ,,Bacun Jlescku® — IlnoBaus
NPy HapylllaBaHe Ha IMpaBWiaTa, ciydyad Ha KUOEPTOPMO3 WJIM TPU YCTAHOBSBAHE Ha
HE3aKOHHO M BPEJIHO ChIbP>KaHUE WIIA MTOBEJICHUE B MPEXaTa.

5. OkazBar mojKpena Ha YYEHHIIM — OOEKT Ha KHOepTOpMO3, uUpe3 IIbpBOHAYaTHA
MICUXOJIOTMYECKa TMOJKpena OT YYWIMIIHMS T[ICUXOJIOT, Ype3 pa3roBOp OT CTpaHa Ha
MeJarOrH4ecKy CIEeHUATUCT B YUUIIMIIETO 32 CHI)KaBaHE Ha HAIIPEKEHUETO y JIETETO.

6. CurHamusupar 3aeJHO C IMEJAaroruyecKuss ChbBETHHK MPH HEOOXOAMMOCT JIMpeKius
,COIIMaTHO ToANOMaraHe® mo MeCTO)KMBECHE Ha YYEHHUKA C IIeJI OLICHSIBAaHE Ha HYXJaTa OT
HacoOYBaHE KbM COITMAITHH YCIYTH 32 OKa3BaHE Ha IMOCJIeIBAIla MOAKPEna.

CucreMHMAT agAMUHUCTPATOP (PBbKOBOAMTE Hanpasaenue UKT):

1.  OcurypsBa obmara 6€30MacHOCT M (PYHKIIMOHAIHOCT Ha MpeXKara.



2. [Ipennara u npuiara MEPKH, OTpaHUYaBAIIM JOCThIIA HA YUCHULUTE JO BPEAHO WU
HC3aKOHHO CBABPKAHHUC W TMOBCACHUC B HWHTCPHCT B CBOTBCTCTBHUC C HeﬁCTBaH_IOTO
3aKoHOJaTeNCcTBO Ha PenyOnuka bwirapus.

3.  V3BbpuiBa mepuUOIMYEH Tperjie]l Ha KOMIIOThpPHATa Mpeka Ha oOpa3oBareiHaTa
WHCTHUTYLUS 32 HATMYUE HA Bb3MOXKHHU 3aIUIaXH U PUCKOBE 332 CHTYPHOCTTa HA YUCHHIIUTE TPH
paboTa B MHTEPHET.

4.  Cnenu npu HEoOXOAMMOCT TpaduKa, OCHIIECTBSIBAH Ype3 KOMITFOThPHATA Mpexa Ha
oOpa3zoBaTenHaTa HHCTUTYIHS.

5. Ilpenmpuema He3a0aBHH MEPKH 3a NMPEYCTAaHOBSBAHE HA JOCTHIIA HA YYCHULIUTE 0
HE3aKOHHO M BPEJTHO ChIBbPKAHUE B MPEKATA.

6.  VYBemomsBa He3abaBHO aupekTopa Ha CriopTHO yuwnmie ,,Bacun JleBcku™ — [TnoBnus
IpH Ccly4ad Ha KUOepTOpMO3, HapyllaBaHe Ha IpaBWiaTa WM TpPU YCTAHOBSBAaHE Ha
HE3aKOHHO ChIbPKaHUE WM MTOBEJICHHE B MpEXKara.

7.  CopaeiicTBa 3a yCTAaHOBSBaHE HA M3BBPIIUTEIN Ha KHOCPTOPMO3 U TpUIIara MEpKH 3a
OrpaHUYaBaHE Ha TAKHBA CITyYau.

Yacr II. IIpaBa u 0OTTOBOPHOCTH HA POAUTEJINTE
Ponurenure umar npaso na:

1. [Tomy4aBat nH(OpMAaIKs 3a pPUCKOBETE U 3aIUIaXHTe 32 0€301MaCHOCTTa HA TEXHHUTE JeTa
IpH1 paboTa B UHTEPHET B YUUJIMIIETO U BKBIIH.

2. braar cBoeBpeMeHHO WH(POPMHpAHH, aKO JETETO UM € OO0eKT Ha KHOepTOpMO3 B
YYUJIMLIICTO.

3. VYyacTBaT CbBMECTHO € pbBKOBOJACTBOTO Ha CnoptHO yumnuiie ,,.Bacun JleBcku® —
HJ’IOBI[I/IB IIpu pas3perraBaHe Ha BCCKHU KOHKPCTCH Hp06J'IeM, CBbpP3aH C HapyllaBaHC Ha
IpaBHJIaTa OT CTpaHa HAa TCXHUTEC JC1aA.

4. JlaBaT mpeiokKeHUs 3a OMPENeIsSTHETO Ha TpaBWiaTa M MEpPKUTe 3a 0e30macHo
H3M0JI3BAHC HA UHTCPHET B YUMJIMIICTO.

5. Tlonmyuar wHpopmaruss 3a WHGOPMAIIMOHHO-CUTHAIM3AIMOHHU TUIATQOPMHU  KaTo
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.

Poaurennre HoCcAT OTroBOPHOCT a:

1. [TomMorHat Ha AeTeTO CHM Ja W3TpPaAu YMEHHMs 3a OHJIaHH OOIIyBaHe W 0€30macHO
U3MOJI3BaHEe Ha UHTEPHET.

2. OchblImecTBsIBaT MOCTOSIHEH KOHTPOJ 32 CUTYPHOCTTA Ha JIETETO CH B HHTEPHET.

3. IlposBsiBaT MHTEpeC KbM AKTUBHOCTTa Ha JETETO CH B MpekaTa, BKIIOUUTEIHO M
Cb3/1aBaHETO Ha NPOPHUIM B COLMATHU MPEXH U PEruCTpalldi B CalToBE W MOOMIIHH
MPUIIOKEHHUS, KAKTO U J1a pa3sCHAT NOCIEACTBHUATA OT Ch3AaBAHETO H/UITU PA3MPOCTPAHEHUETO
HAa OIIPENEIIEHO ChABPIKAHUE.

4.  Ilpu ycraHoBsiBaHe, Ue JIETETO UM € KepTBa Ha KMOEPTOPMO3, J]a CUTHAJIM3HpaAT Ha
otnen ,,KubepnpecrbnHoct” kbM ['1aBHa qupekuus ,,bopba ¢ opranuzupanara npecTbnHOCT”
(http://www.cybercrime.ba/bq), WK Ilentnpa 3a Oe3omaceH HHTEPHET
(https://www.safenet.bg/), xakto u wmorar pga mOTBpCAT chaeciictBue oT Jupexims

,,COIIHAJTHO MOJIIOMaraHe ™ 1mo MecTOKMBEEHE Ha JIETETO C 1)1 OKa3BaHe Ha ICHXOJIOTHYECKa


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.safenet.bg/
http://www.facebook.com/bgcybercrime
http://www.cybercrime.bg/bg
https://www.safenet.bg/

MOJIKperia Ha JeTeTo. B To3u cimydaii TpssOBa /1a yBEOMST U TUPEKTOpa Ha oO0pa3oBaTelHaTa
WHCTUTYIUS.

5.  CepxpansBar 34paBeTO Ha JAETETO, KaTO MPOCIEAsSBAaT BPEMETO 3a H3IMOJI3BAaHE Ha
WUHTEPHET.

6.  YBemomsar aupekropa Ha CriopTHO yuumuiie ,,Bacwi JleBcku® — [1nmoBauB, korato um
CTaHe M3BECTHO, Y€ JIETETO UM € 0OEKT Ha TOPMO3 OT JAPYro JIEeTe, C KOETO € B €JHO U ChLIO
YUUITUILIE.

Yacr II1I. O0mm npaBuJjia 3a 0e30macHo 00IIyBaHe B MHTEPHET 32 YYeHUIUTE

Ot crpana Ha oOpa3oBareiqHaTa WHCTHTYIHMS ClelBa Aa ObJAT MPEANpPUETH HEOOXOIUMHUTE
JCUCTBUSL POAUTENNTE J1a OBJAT 3all03HATH C TEXHHUTE IPaBa U OTTOBOPHOCTH M C IpaBHJIATa 3a
Oe3omacHa paboTa B HHTEPHET, KOUTO YUCHHIIMTE Ca 3aIbJDKCHH J1a CIIa3BaT. Y BEJOMSIBAHETO MOXKE
na ObJie B YCTHA WIIK UCMeHa (popMa, KaTo 3a MpeIloYnuTaHe ¢ MMCMEHATa TaKaBa.

Kato neTe M yyeHHK CbM IUTb3KeH /1a CIA3BaM CJIeJJHUTe MPaBuJja.

1. Ako ce 3aTpyJHsIBaM B TAXHOTO pa3OupaHe, Mora Jia mojyda MOJKpera OT POAUTEN WIH
OT y4YuTelN, 33 ]a MU ObaT 00SCHEHU:

2.  He naBam nuuna uHbopMaIus: UMe, aapec, mapoyia oT eJIeKTPOHHA Molla, mpodun B
collMajHa Mpexa, JInueH Tele)OHeH HOMED, YUMIHILETO, B KOETO yya.

3. He naBam undopmanus 3a mectopaboTaTa WK JIMYEH U cIyKeOeH Tesne(oHeH HoMep
Ha POJUTEINTE, HACTOWHUINTE, ONM3KHUTE, MPUATCIUTE, ChYUYCHUIIUTE W TO3HATUTE CH 0e3
TSAXHO pa3pelieHue.

4.  He usnmpamaM M He KauBaM OHJIAliH CBOM CHMMKHM W BHJea, 0e3 Ipeau ToBa Ja €
00CBHJICHO M B3E€TO PEIICHUE C POJAUTEINUTE MH.

5. He umsmpamaMm M He KayBaM OHJIAlH CHUMKU M BHJ€a Ha NPUATENIH, CbY4YECHUIH,
POJIHHMHHU, YUYUTENH, OJIU3KHU, TO3HATH U JIp., €3 peIu ToBa J1a € 00CHIEHO C TSX, a B CIIyYauTe,
KOTraTo ce Kacae 3a MOM NpUATENM, CbYYEHHIIM, Jla € ChIJIACYBaHO OT TSAXHA CTpaHa M C
POJUTETUTE UM.

6.  He otroBapsm u He oTBapsIM NpUKayeHU (paiijioBe Ha eNEeKTPOHHA I0IIa, MOIy4YeHa OT
HETO3HAT mozaren. Ts Moke Ja ChIbpXKa BUPYC WM Jpyra 3JI0BpEJIHA porpaMa, KosTo Jia
yBpeIu KOMIIOThpa/TeneoHa/Tadiera Win Jja ro HallpaBy YS3BUM 32 BBbHILEH JOCTBHII.

7.  llle ce mochBEeTBaM C POTUTEIUTE CH/YUIHUTEIN, TIPEIN J1a CBAJsl MM WHCTAJIHpaM HOBA
IporpaMa/mpuioKeHne Ha KOMIIOTBD, TeledoH, TabJIeT, KaKTO U He MPpaBsl HUILO, KOETO MOKeE
Ja yBpeIM KOMITIOTbpa MM Ype3 JaJeHO JeWCTBUE Ja Ce pasKpHAT JaHHU 32 MEH U
CEMENCTBOTO MH.

8.  Hemara, xouto mpaBss B MHTEpHET, HE TpsAOBa Ja BpPEAsAT Ha JAPYrH XOopa WM JAa
MPOTHBOpEYAT HA YCTAHOBEHHUTE MPaBUIIa (YacT OT TAX ca YPEIACHU B 3aKOHH).

9.  UB3BectHO MU €, 4e € 3a0paHeHO Ja Ce M3MO0I3Ba IyK0 MOTPEOUTEIICKO UME, TTapoia U
€JIEKTPOHHA TOIIIA.

10. He numa u HEe Ka4BaM HUIIO, KOETO MOKE J1a € OOMIHO MM YHU3HUTEIHO 32 MEH WJIH 32
JpYyTH XO0pa.

11. He3abaBHo uH(pOpMUpaM BB3pAacTEH (POAMTEN, YUUTEN, TUPEKTOp, MEeIaroruvyecku
CHBETHHK), KOTaTo MOMaJ Ha Ha MaTepralid, KOUTO M€ Kapar /ia ce YyBCTBaM HEyJOOHO MM Ha
MaTepHald ¢ BPEIHO WJIM HE3aKOHHO ChIbpPXKAHUE, KOETO MOXke Ja Obae mopHorpadus,



MPOTMOBSABAaHE Ha HACWJIME U TEPOPU3BM, ETHUUECKA U PETUTHO3HA HETOJIEPAHTHOCT, ThPTrOBUS
C HApKOTHIIH, Xa3apT U Jp.

12. He oTtroBapsim Ha ChOOIIIEHHS, KOUTO ca OOUIHY, 3aIUIAITUTEIIHU, HEIPUIMYHH WA ME
KapaT Ja ce 4YyBCcTBaM Heyao0HO. MHdopMupaM poOauTENHTE CH/KIACHHS PBKOBOIUTEIL,
YUHTEI, JUPEKTOP, MEJArOrHYeCKH ChBETHUK 3a TAKHBA ChOOIICHUSI.

13. Ako HiIKOH Me OOW’XKIa WM TOPMO3HM OHJIaliH, HE OTroBapsM. JloknaaBam TO Ha
OTTOBOPEH BB3pacTeH (POAMUTEN, yUUTEN, TUPEKTOP, NMEeIarOTHIECKUA ChBETHHK).

14. Mora u caM jaa JOKJIaaBaM, KaTo IIOJIaM CHT'HAJ Ha CaMUs CAMT WM HA IOCOUYCHUTE
anpecu: Www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.og u ro Gnokupam. loOpe e na Hampass
BE/lHara €KpaHHa CHUMKa (CKpUMHILIOT) Ha CHOTBETHHUS Pa3roBOp WIH ChIbpP>KAHHUE KaTo

€JIEKTPOHHO JI0KA3aTeJICTBO, KOETO MpeJaBaM Ha OTTOBOPEH BB3PACTCH (POAMTEIN, yUHUTEI,
TMPEKTOP, MEAATOTHYECKU ChBETHHK).

15. BxumaBam, korato pasroBapsiMm B yat. [lomHsi mpaBwio Nel: 4e xoparta OHJIaliH He
BUHATU Ca TE3H, 32 KOMTO CE MPEJCTABAT M MOT'aT JIa ThPCAT ONpejiecHa HHQOopMaIus, C KOsSTO
J1a 37I0YTIOTPEOST C MEH MK ¢ Ipyrute xopa. [IpaBuino Ne2 e ye He mpaBs HUILO Ha JPYT YOBEK
B MpeKaTa, KOeTO HEe UCKaM Jla MM C€ CIIYYH U Ha MCH.

16. Axo ce ciryun na momnajaHa Ha HHGOPMAIUS WK APYro ChAbpKaHue B Mpexkara, KOeTo
HE MU XapecBa WIH M€ IUIAIIN 110 HIKAKHB HAYMH, MOTa JIa IOJaM CHTHAJI Ha JICHOHOIIHATA U
O0esruratHa Hammonamnata TtenedonHa JmHHMS 3a  gema 116 111, Ha orgen
,,Kuoeprnpecrernuoct™ Ha I'JIBOIT (http://www.cybercrime.bg/bq), na LlenTbpa 3a 6e30omacex
MHTEPHET Ha ajpec: www.safenet.bg , wiu Ha Texuus renedon 124 123, wiu npes yaT-mMoaysa
Ha Www.safenet.bg .

17. He TtpsabBa ga mpueMaM cpelly ¢ JuIla, C KOUTO ChM C€ 3all03Hail/a B UHTEPHET, OCBEH

cIie]] ChITIacueTo Ha poaurtenure MH. [IoMHs, e Xopara, ¢ KOMTO ce 3all03HaBaM OHJIalH, He
BUHATH Ca Te3H, 3a KOUTO ce mpeacTaBsaT. OMUTBaM ce BUHATH J1a TIPOBEPSIBaM Jajd YOBEKbT
OTCpela HAUCTUHA € TO3H, 32 KOTOTO Ce MPEJICTaBs upe3 IPOBEepKa 10 UMe, HMEHJI, CHUMKA U
KOHTPOJIEH BBIIPOC, HAa KOWTO OM TpsOBaio ja 3Hae OTrOBOpa, aKO € HaWCTHHA TO3W. [lpu
ChMHEHHE MOXKe J1a TI01aM CHTHAJI WU 1a TOThPCs ChBET Npe3 caiita Ha LlenThpa 3a 6e3omacen
uHTepHeT WWW.safenet.bg.

18. M3momsBaM HacTpoWkuTe 3a O€30MacHOCT W 3allUTaTa Ha JMYHWTE JaHHU Ha
COIIMAJTHUTE MPEXH, MOOMIIHUTE TIPUIIOKEHUS B Opay3bpHTe.

19. MUsnomsBam dyHKIMATA 32 Oe30macHO chpdupane. He mocenaBam caliToBe B MHTEPHET,
KOHUTO Ca ChC ChIBbPKAHNE, HEMTOIXOISIIIO 32 AETCKA ayAUTOPHSI.

20. W3momsBam TpynHU (ABITH, C TIIABHU M MaJKA OyKBH, IU(PPU U CHECIUATHU 3HAIN) U
Pa3JIMYHU 32 BCEKH CalT MapoJIy.

21. W3nomn3BaMm aHTHUBUPYCHA MPOrpamMa, KOSTO Cie/iBa PElOBHO € ce OOHOBSABA. 3a€HO C
OTTOBOPHUTE BB3PACTHU (POOUTEN, YUYHUTEN, JAUPEKTOP), MOJAbPKAM MOCIEIHUTE
aKTyallu3UpaHU BEPCUU HA BCHUKH MPOTPAMH U TIPUITOKEHUSI.

22. Axo mos3Bam 0OIIM KOMITIOTPH, BUHATH MPOBEPSIBAM JAlld CbM H3JISI3BJI/U3JISI3/Ia OT
npoduiia cu, cies1 KaTo CBbPIIN yaca. B ciyyaii, ye Hamepst yCTpoicTBO, Ha KOETO JPYT YUEHUK
€ paboTwII, HO HE € 3aTBOPHUJI Mpoduiia CH, BeIHAra IIe u3s3a 03 Ja mperiek1aM, TPOMEHIM
unu 100aBsim uHbopMarus B mpoduia my.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/
http://www.cybercrime.bg/bg
http://www.safenet.bg/
http://www.safenet.bg/

'l', O O ‘ll -
; . Pomren.
\ .Ic’lc / it
\ / ACTO
ke ) HACTOMMUK,
. RS . NOMSHRTEN, APV
. | nojaram rpHAdn
2 1 2STETO
CicreMen ‘ e
AIMHHHCTPATOP
(CavastTen X
BLMIICH Yauren, spsnuraren,
CHCUIATIICT) PHROBOINTEN
| 1 nanpapinenne IIKT,
AHPEKTOP,
NeIArorHYecRn
CTICHHATICT
v
b 1 v '
| Jupextop s 1 Japexuns
. : 4 HAUHOHATHA Te. JHHNA 32 | SCouaaso
aenalle 1l noanoyarage”
| BABARA AN LN ISR

AW <'."A"i'.
-

rea. wa Lienrp sa Gesonoacen
HHETCpHeT 124 123

\ J

\- 3 _/'/
KPATBK PEYHUK U JOIIBJHUTEJHU CBbBETHU:

KAUYBAHE U CHOAEJAHE HA CHUMKMU — CHUMKHM WIH BUAECO HA JIETE, YUCHUK, POJUTEN,
YUUTEN, AUPEKTOP, TICUXOJIOT, PECYPCEH yUUTelN, OIU3KH, MPUITENH, TO3HATH WM HETIO3HATH JIUIIA ca
MyOJIMYHO JOCTHITHU H300paKEHUSI B MHTEPHET, KOUTO MOTaT Jia ca KAYeHH OT POAUTEIUTE UITH IPYTH
YJIEHOBE Ha CEMEWCTBOTO, MPUATEIH, ChbYYEHUIIM U JAp. Te3u, KOUTO ca TW CHOJACTUIN/Kauyuin B
WHTEPHET, MOXKE J1a UMaT U3LSII0 J00pH HaMepeHus KbM Hero/Hes. Ho TakoBa chabpxkaHue MOXe J1a
HaKbpPHSBA JUYHOCTTA U JOCTOWHCTBOTO Ha JUIETO. [IpenopbunTenHo e mo HUKaKbB MOBOJ Ja He ce
KauBaT CHUMKHU Ha JIeTe, 32 KOUTO MMa U Hall-MaJKOTO CbMHEHHE, Y€ MOTaT Jla My HaBpenar u 0e3
HeroBo cbriacue. CroJenstHeTo Ha CHUMKH € YECTO CPELIaHo SIBJIEHUE B COLUATTHUTE MPEXKH, 3aTOBA
OCHOBHA TIpENophKa € MOAOOHN CHUMKH JIa C€ CHOJIENST CaMO C XOpaTa OT CIUCHKA C MPHUITENH Ha
YOBEKa, KOWTO MCKa Jja Ka4l CHUMKaTa, U OIlle Mo-A00pe — caMo ¢ rpymnaTa Ha Hai-OJMM3KU MPUSTENN
OT peasiHus KUBOT. BakHO €, Koraro ce CHUMa ChC cMapT(HOH, J1a CE€ YBEPUTE, Y€ CHUMKHUTE HE Ce
KauBaT aBTOMAaTUYHO B Mporia Ha pOAMUTEN WIH JETETO B caiitoBe kato MucTarpam nampumep. B
MPOUINTE CH B COITUATTHUTE MPEXH TPSIOBA /1a CTE CUTYPHHU, Y€ CTE HACTPOWIIH JOCTHITA 10 CHUMKUTE
CH Taka, 4e J1a ce BIKJAT caMo OT npusitenute Bu. ChIoTo ce OTHACS W 32 HACTPOMKHUTE HAa 00JIauHU
YCIIYTH, B KOUTO C€ ChIBPKAT CHUMKHU U HHGOPMAIIHS.

OHJIAITH (KUBEP)TOPMO3bT MPEACTABIISIBA M3IOJI3BAHETO HA WHTEPHET 3a HAHACSHE HA
€MOITMOHAITHA BPE/Ia BBPXY APYTH Xopa. TOPMO3BT B UHTEPHET MOXE Ja uMa paznuunu Gopmu. Toit
MOXe€ Jla MUHaBa Mpe3 pa3mpoCTpaHsIBaHE HA MOJAUTPABATETHN U OOMIHN CHUMKH W BHJICOKIIUIIOBE B
caiiToBe 3a CHoOJeNsHe Ha BHUIEOChIbpxkaHHe kaTo Vbox7 u YouTube , cp3maBane Ha (hanmuBu
npo¢uIn ¢ O0UAHO ChABPKAHHUE B COLMATHU MpexH KaTto Ask.fm , @eiicOyk u MHcTarpam, KakTo u B
ChOOIIEeHNs U HW300pakeHUs B TPUIIOKEHUS 3a KoMmyHUKanusa karo Ckain u BaitOvp, mmm B
M3MpAaIIaHeTo Ha OOUTHU CHOOIIEHUS 1 KOMEHTApH, B CHIIUTE CATOBE U TIAT(HOPMHU.



KPA’KBATA HA HPO®UJI (xakHat mnpoduia) NpeAcTaBiIsBa MPHUCBOSBAHETO HA UYXKA
noTpeOuTencku npodua B coumanHa Mpexa, miaargopma 3a oburyBane (Hampumep DelicOyk),
eJIEKTPOHHA T0IIa WK Apyr caiit. KpaxkGara ctaBa B3MOXKHA Upe3 BIM3aHE C MPaBUIIHATA TTapojia U
HeifHaTa moJMsHa C HOBa M HEU3BECTHA 3a YOBEKA, HA KOI'OTO MPUHAIIEKU NpouiabT. Be3MoxkHO €
cien KpaxOara mpopuiIbT Aa ce H3Noi3Ba 0e3 3HAHMETO M ChIJIACMETO Ha IIbPBOHAYAIHUSA
cOOCTBEHUK. AKO Ha JIeTe 0] 3a/IbJKUTEIHATA 3@ I0BEUETO COLMAIHU MPEKHU Bb3pacT OT 13 roauHu
(Ta3u BB3pacT € Takapa, 3all0TO MO-TOJIsIMATa YaCT OT MOMYJISPHU COLMAIHU MPEXHU Ca aMEPUKaHCKU
U MIpaBHJIaTa 3a MOJI3BaHE Ca ChOOPA3eHU ¢ AMEPHKAHCKOTO 3aKOHOAATENICTBO) CE Ch3/laBa COOCTBEH
npodun BpB DelicOyk, MHOTO € BaKHO IMPHU H300pa Ha BB3paACT Ja ce u3depe nox 18 rogunu, Thif KaTo
32 HEMbJIHOJIETHUTE OTPEOUTEIN UMa BayKHU JIOIBIIHUTEIIHYU 3aIUTH.

KPA’XKBATA HA JIMYHU JJAHHM e By KOMITIOTHPHO MPECTHILICHUE, ITPU KOETO € MPUI00MBaT
9qy)KJIU JTMYHHU JaHHU C LeJT (UHAHCOBA M3MaMa MJIU 3JI0yIoTpeda KaTo TerjieHe OT 0aHKOBa CMETKa,
WM KaHMJATCTBAHE 3a KPEAUT OT 4yXkJ10 MMe. Ta3u omacHOCT MO MPHUHIIMII HE 3acsira No-MaJIKUTe
7ie1ia, KOUTO He MPUTEXKaBAT JINYHH JTOKYMEHTH, 0aHKOBU CMETKH Wid KapTH. Ho mpu THiTHEH K bpUTE
Haj 14-ronuiiHa Bb3pacT TO3U PUCK CTaBa aKTYaJIEH.

OUIINHI' ATAKMTE ca mnaii-pasnpocrpaneHata ¢opma Ha WHTepHEeT W3MamMa H IIHPOKO
M3IIONI3BAaH IMOXBAaT OT KOMIIOTBPHH TPECTHITHHUIM 3a TOJy4aBaHe Ha BakHa mHpopmanms. Toa
npecThIUIeHne ce Hapuua ,,pumuHr” (,,phishing” — ,,;3apubsaBane”, npousnusa ot fishing — pudoi0B),
3alI0TO EJIEKTPOHHUTE CHOOLICHMs, KOMTO C€ paslpamar, ca Karo ,,BbJUIM~ C OCHOBHA Ll
[IOJIy4aTeJIuTe J1a C€ ,,XBaHAT Ha TAX NOpPaJH CBOSTA HEONUTHOCT U HEOCBEIOMEHOCT, KaTO UM
otroBopsT. Ilpu ¢puimHra n3MaMHUIKUTE pa3NpalaT eJeKTPOHHA M0Ia, KOATO MPETeHANPa, Y€ uiaBa
OT TOYTEHAa KOMITAHUS U C€ ONHUTBA Ja yOeau Mojydarenis Ja Jaje BakHa JIMYHA WK (UHAHCOBA
nHpopmanys. EneKkTpoHHOTO ch0OIIIeHnE 0OMKHOBEHO MOJIY /14 CE€ U3NPATST JIUYHU JJAHHU U IaHHU 32
0aHKOBa CMETKa B OTIOBOpP WJIM Jla C€ BbBEJAT Ha yeOcailT, KbM KONTO MMa Bpb3Ka. Te3u JaHHM ca
HanpuMep NOTPeOUTEICKN UMEHA, TapoJIM U HOMEpa Ha KPEAUTHU KapTH.

SAIUTA HA KOMITIOTBPHUTE MPEXHU OT OITACHA EJIEKTPOHHA ITOIIA

1. He tps6Ba aa ce mposiBsBa MHULIMATHBA 32 MOJTy4YaBaHEe Ha UMEWJ MMCMa, UHTEPHET CTPaHHUIH,
KOUTO Tpeziarar Oe3MjIaTHU WM IJIaTeHU YCIYTH U CTOKH, YECTO Mpejularaliy Ja BU U3NPaTIT
npomonnu 1o e-mail. OTkaxeTe TakaBa yciyra.

2. Vmeiin aapechT ce crojess caMo Mpu Hyxxaa. KoraTo ce npeaasa 1o eIMH WU JPYT TTOBO/I, €&
BHMMaBAa 3a CIEJHUTE JIBE HEIIA: IbPBO JaIM OPraHU3alUsATa WK YOBEKbT, KOUTO I'0 MOJIy4aBar,
11I€ BU U3IIPATH HEKENaH UMEWII; BTOPO, MOXKE JIM J]a Ce pa3uuTa, ye UMEIII afipechT HaAMa aa ObJie
JaJIeH Ha TPETO JIUIIE.

3. He ce orBapsaT umeiinure B HexenaHa noma. Hukora He ce oTBapsiiTe npukaueHu (aitioBe B
ChOOIIIEHNU OT HEMO3HAT M3Mmpamiay. AKO He ce MO3HaBa MMETO B moieTo ,,OT”, He oTBapsiiTe
MpUKadeHus (pai.

4. Axo ce moJiy4r HEOYaKBaHO ChOOIIEHUE ChC CTPAHEH MIPUKaYeH (ailyr OT MO3HAT U3MpaIia, To
OM MOrJo Ja ChAbpKa BUPYC. MHOro 3JIOBpEIHU MPOTpamMH Ce€ pazNpoCTpaHsIBaT 1O BCHUYKU
KOHTaKTH, KOUTO HaMepsAT B MOIIAaTa Ha 3apa3eHHsi KOMIIOThp. TaknBa chOOLIEHHUS] YECTO MMAaT
CTpaHHA TeMa WJIM UMe Ha MpHuKadeHus ¢aitn. Yecto ToBa € MIEroBUTO ChOOIIEHNE, HAChPYaBaIlo
noJryyartesst J1a BUAM KapTHHKAa WM J1a IpodYeTe NMpUKadyeH TeKCTOBU ¢ail. Bunaru msucksaiite
MOTBBPKACHUE OT U3Mpallaya, Mpean Aa OTBOPUTE ChOOIIEHUE UK MTpUKayeH (ailil OT TaKbB BU/I.



5. IlpoBepsiBa ce MBIHOTO UME Ha MpuKadeHus Qaiin. CKpUTUTE pas3MupeHus OT UMeTo Ha ¢aiina
Morar Jia 3a0JIyiAT Ja OTBOPUTE 3apa3eH MpHuKadeH (ain oT umeiina. Bunaru ce nposepsiBa ganu
MMEIT IPUIIOKEHUETO MOKa3Ba IIBJIHOTO UME Ha MPUKAYEeHUs (Paiii, BKIIOUUTEIHO PA3IIUPEHUETO.
Bupycu u yepBem morar ga ce CbIbpkKaT BbB (aillloBe, KOUTO HU3IIISKIAT KATO KapTHUHKH,
Hanpumep ¢ pasmupenue .jpg. Ho e Bb3MOXKHO J1a UMaT CKPUTO pa3lIMpEeHHe, KaTo .eXe WM .vbs
KBbM HMETO Ha (haiia, KOeTo 03HauaBa, 4e NpUKaYeHUAT (Qailll He e KapTHHKa, a Iporpama, KosrTo
11l CE€ CTapTUPA, ILIOM C€ OTBOPH NpHKaueHUs (aiii.
6. BuumaBa ce ¢ QanmmBHUTe NpeAyNPEKICHUS 3a BUpycH. DalmumBuTe MpeaynpekaeHus 3a
BUpYcH ca u3BecTHU Kato "hoaxes". ToBa e ¢anmmBo choOIIeHNEe, KOETO MOIBEXK /1A TOTPEOUTENNTE
Jla BSIpBaT, 4e ca MOJIyYMUIM BUPYC U 'M HachbpyaBa Ja MPEnparar NpeaylpexaeHUETO Ha BCEKH,
KOI'OTO I103HAaBAT.
7. He oTBapsiiTe mMeil1, ChIbpXKalll HeXelnaHa pekiama. Tol Moke Ja ObJe M3IOJI3BaH 3a
IIpeHacsiHe Ha BUpYycHU U uepBen. OT cboOpakeHUs 32 CUTYPHOCT OU TpsIOBaJIO 1a U3TPUBATE BCUUKU
peKIaMHU chOOIIEHHUS OT HEMO3HAT U3IIpallay BejHara, 6e3 Jja ru oTBapsTe.
8. He ce u3non3pa camo ejHa MOIIEHCKA KyTHs 3a BCUUKO. CHelHanucTUTe 1o KuOepcurypHocT
IIPENOPBUBAT J1a C€ OTKPUBAT HAKOJIKO PA3JIMYHU MOIIY U JIa C€ pa3JeliAT M0 IpeAHa3HaueHHe.
9. MW3Ogarsaiite chII0 Taka J1a MpenpaaTe nucMa Mex 1y HIKOJIKO Ballli TOMIEHCKU KyTHH.
10. He e mpenopbpUHTENHO /12 CE MpEnpamaT nucMa J10 HAKOJIKO YOBeKa eTHOBpeMeHHO. Oco0eHO
TaKWBa, OT TUMA - "TIpernpaTere To A0 7 YOBEKa M IIe BU CE CIy4YH Hemlo Xy0aBo'" WM "MOMOTHETe
Ha OOJTHOTO MU JIeTe, KaTo MpEernpaTuTe TOBa MMCMO Ha MHOTO XOpa, €Iy KOW CH IIe MU Jaje 3a
BCeKU 3 uMelna 5 neHTa, Hampumep. Te3um mucMma ce paslpocTpaHsBaT ¢ el chOupaHe Ha
JeUCTBUTENIHU UMEIT ajipecy, Thil KaTO IIpU Mpenpaliade, KbM IUCMOTO ce J0OaBsT aBTOMAaTUYHO
U ajpecuTe Ha npeaHurte nonyyaren. Crel HAKOIKO MpenpaliaHus, B €IHO TaKOBa IHUCMO Ce
CbOUPAT HAKOJIKO CTOTHIIM peaTHi UMENI ajipeca, KOMTO ClIe/] TOBA Ce IMPOo1aBaT Ha GUPMHU 3a CIIaM.
11. Axo Bce mak McCKaTe Ja MpenpaTuTe HSIKaKbB TEKCT WM MH(OpMAaLHUs, KOSTO CTE MOJYyUUIH,
KONMpanTe TEKCTa M IO U3NpaTeTe KaTto HOBO NMucMo. He mpemnpainaiite npeIHOTO, BIPEKU Ye €
MIPUMaMJIMBO MO-JIeCHO. Taka 11e npeanasuTe NpusTeNInTe CH OT OBbAEI CIaMm.
12. Ako mopamy HSKakBa NMPUYMHA TBPKUATE Ja MPENpaTUTe OPUTHHAIHOTO MHCMO, CIIOKETE
anpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT mojyyateiauTe HsIMa Ja BUAU
aZipecuTe Ha Apyrure noiydartenu. [IpuunHara na ro n3noia3Bare HE € Jja CKpUETE MOJIydaTeIuTe
€IMH OT JPYT, a 1a TM pea3uTe, B CIIy4ai ue aJpecHaTa KHAra WM eJIEKTPOHHATA IT0I1A HA HAKOU
OT TSIX CTaHe JIOCThITHA Ha crlaM-00T (HarpuMep Mopaau BUpyCHa HH(PEKIUSI Ha KOMIIOTHPA MY ).
13. Tlewan6a ot soTapus: He cte cnedenuian. CaMbpuTe U3IMOI3BAT HAN-Pa3IMIHU IPUMaMITUBI
3arjaBMsl Ha MMUMCMaTa, 3a Ja Hakapar MoJiy4yaTelss Ja T'd OTBOpH. MHOro nmoTpeOuTesn HauCTHHA
OTBapAT NMoJ100HK nucMma. [lopu cien oTBapsHETO BeaHAra Ja ro U3TpHUeTe, CaMOTO OTBapsiHE Ha
MMCMOTO O MOTJIO J1a IOTBBP/IU, Y€ aAPECHT € PEeaJieH U BUE CTE IO MOTYYHIIH.
14. OrnucBane oT OIOJETHH, 32 KOUTO HE MOMHUTE Jla CTe ce€ 3amucBain. YecTo cpelan MeTo/,
U3II0JI3BaH OT CIIaMbpUTE 32 HAMUPAHE Ha aKTUBHUTE IMOILEHCKH ajpecu. M3mpaiia ce 6roneTuH ¢
JUHK 3a OTmHcBaHe (yX) OT mosiyyaBaHeTo My. OTHHUCBalKM ce€, BCBIIHOCT MOTPEOUTENSAT
MIOTBBP/IaBa, Y€ U3I0JI3Ba NOLIEHCKATa KyTHUs, C KOETO BE/IHara BiIu3a B cllaM JIUCTUTE. BmecTo
Jla ce OTHHCBAaTe, OJIOKMUpPaNTe MOIyYaBaHETO HAa MUCMa OT TO3H ajipec.
15. He otBapsiite mucma, KOUTO ca (UIMUHT ataku. Hai-moOpusaT HAuWMH Ja ce 3alUTUTE OT
(GUIIMHT aTaky € KaTo HUKOTa He oTBapsATe (UIIMHT MHCMa, HO YECTO € TPYJIHO Jia Ce paslo3Hae
KO€ MUCMO € QUIITMHT ataka. MoJkeTe Ja T¥ pa3lo3HaeTe Mo:

» Oo0pswmmennero e "Dear Customer" uimu "Dear User", a He Bameto ume.



» B nucmoro nuie, ye akayHTHT Bu 111e Ob1e peKpaTeH B ciiydai, 4e He IIOTBbPIUTE JaHHHUTE
cu He3abaBHO. /Hackopo crambpuTe H3Mon3Baxa noo0eH moxsar korato Ckailn ce cpuHa 3a
1 nen. PasmpocTpanuxa cboOLIeHNS, Y€ CKAMI 1€ YUCTH HEAaKTUBHH aKayHTH U CE UCKaIlIe Ja
ce pasnpaTH choOIleHUe Ha MoHe 15 moTpeduTens, 3a Aa ce 10Kake akTUBHOCT./

» VImMelabT U/1Ba OT aKayHT, IPUJINYALIL, HO HE €THAKBB C TO3U, KOWTO U3M0JI3Ba U3BECTHA (hupMa,
opraHuzanys 1 ap. AKO He CT€ CUT'YPHHU Jalld IUCMOTO € (PUIIMHT WK He, Hail-no0pe e Aa He
OTBapsITe JMHKOBE, KOUTO ca IyOJUKYBaHU B HETO, a J]a HAIUIIETE Ha pbKa ajJpeca Ha caiTa,
KOITO BH € HEOOXOTUM.

» AKO CTe MOJy4YMJIM TakoBa MHUCMO, 3a MPEANOYUTAaHE € Ja OJOKMpare ajpeca, OT KOHTO e
usnpareHo. Koraro ro 6mokupare, Bue naBare ykasanus Ha MOLICHCKHUAT KIMEHT, Y€ TOBA €
craM u He TpsiOBa n1a ce mpuema. [Toedero morpedurenu odbaue mMpocTo U3TPUBAT cliama U TOH
IpoABbJKaBa Jja UaBa B Kytuara. Hacrosmure npasuia ca pa3paboTeHu ¢ oryies GopmMupaHe
Ha IMOJINTUKU B JIETCKUTE I'PAJUHU M YYMJIMILATA, KOUTO JAa OPraHMU3MpAT MU3IOI3BAHETO HA
oOpa3oBaTeNHUsl MOTEHLMAl KAaKTO Ha KOMIIOTbpHaTa Mpexa Ha oOpa3oBaTelHaTa
MHCTUTYLIUS, TaKa U Ha IJI00aHaTa MpeXa, B ChUe€TaHHe ChbC CUCTEMA OT MEPKHU 33 CUTYPHOCT
1 0e30MacHOCT Ha Jenara U yueHunuTe. [IpuiaraneTo UM Ha MpakTUKa LEIU TOBUIIABAHETO
Ha MH()OPMUPAHOCTTA U JUTUTATIHATA TPAMOTHOCT Ha OOIIHOCTTA OT Aela, POJAUTENH, YUUTENIH,
JUPEKTOPH U CIIYKUTEIIN.

Hepaznenna yact ot HactosuuTe npasuia e [Ipunoxxenue Nel
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Jlexnapupam, 4e CbM 3all03HAT M KAaTO YYEHUK CbM JUIBXKEH Ja Clla3BaM CIEAHHUTE IIPaBUJIA 3a
nH(pOpMallMOHHA CUTYPHOCT Ha TepuTopusita Ha CrnopTHO yuwmiuie ,,Bacun JleBcku* - IlnoBaus
n/v OOIIEKUTHTA.

1. Axo ce 3arpyaHsiBaM B TSIXHOTO pa3OMpaHe, MOTa Ja IMoJryda MOIKperna OT pOIUTeN
WJTU OT YYMTEJI, 32 1a MU ObJ1aT OOSICHEHU:

2. He naBam nudHa mHGOpMAITUS: UME, aPeEC, Mapoja OT eJICKTPOHHA oI, TPopHI B
CoIlMalTHA MPEXa, TNYeH TeJeGOoHEH HOMEp, YUMIHIIETO, B KOETO y4a.

3. He nmaBam naopmanmsi 3a MecTopaboTara WK JTMYEH U CITy)eOeH TeJIeOHSH HOMED
Ha POJUTENNTE, HACTOUHUIIUTE, OMU3KUTE, MPUATENNTE, ChYUCHUIIUTE U MO3HATHTE cH Oe3
TAXHO pa3pelieHue.

4. He u3mpaiiaM ¥ He KauBaM OHJIAH CBOM CHMMKH U BHJea, O€3 mpeau ToBa Ja €
00CBHJICHO M B3E€TO PEIICHUE C POAUTEINUTE MH.

5. He wmsnpamam u He KauyBaM OHJIAifH CHUMKH W BHUJEa Ha MPUATEIH, ChYYCHHIIH,
POJHHWHM, YYUTENIH, OJNMU3KU, TTO3HATH U Jp., 0€3 mpeau ToBa J1a € OOCHACHO C TAX, a B
CIlydauTe, KOTraTo Ce Kacae 3a MOW MPHATEIH, ChYUCHHIIH, J1a € CHhIIIACYBAHO OT TAXHA
CTpaHa M C POJTUTEITATE UM.

6. He otroBapsm u He oTBapsiM IpuKadeHu (aiiioBe Ha EIEKTPOHHA TOIIa, MOTyYeHa
OT HeMmo3HaT noAaren. Ts Moke JAa ChABPKA BUPYC UITH JIpYyTa 3JI0BpPEIHA TPOrpamMa, KosiTo
Jla yBpeIu KOMITIOThpa/TenedoHa/Tadnera win a ro HapaBy ySI3BUM 3a BHHIIIECH JOCTBII.

7. 1Ille ce mocbBeTBaM ¢ pOJAUTEIUTE CH/YIUTE, IPEIN Aa CBANIS WIIH HHCTAIMPaM HOBa
IporpaMa/mpuioKeHne Ha KOMIIOTHD, TenedoH, Tabier, KakTo U He MpaBsd HULIO, KOETO



MOJKE /1a YBpEAM KOMIIOTHpPA WK Upe3 NaJCHO NEHCTBUE Jja C€ pa3KpUAT JaHHU 3a MEH U
CEMEHCTBOTO MH.

8. Hemara, xouto npaBs B MHTEPHET, HE TPsOBa Ja BPEAAT Ha JIPYTH XOpa WIH Ja
MIPOTUBOpPEYAT Ha YCTAHOBEHUTE MpaBuia (4acT OT TAX ca YpeICHHU B 3aKOHH).

9. MW 3BecTHO MU €, ue e 3a0paHeHo /1a ce U3MO3Ba UYXk/I0 MOTPEOUTEICKO UME, Tapoia
U €JICKTPOHHA MOIIIA.

10. He nwuima 1 He KayBaM HUIIO, KOETO MOXKE J1a € OOMIHO UM YHU3UTEIIHO 32 MEH WU
3a Ipyru xopa.

11. Hesza6aBHO nH(pOpPMHUpPaM Bb3pacTeH (POIUTEN, YUUTEN, TUPEKTOP, MeIarorn4eckKu
CBhBETHHMK), KOraTo I0IaJHa Ha MaTepUaIl, KOUTO M€ Kapar Jja ce YyBCTBaM HEy100HO WiIn
Ha MaTepHUaIH C BPEIHO MM HE3aKOHHO ChABP)KAaHHE, KOETO MOXKe Ja Obje mopHorpadus,
MIPOIOBSJIBAHE HA HACWJIME€ U TEPOPU3BM, €THHYECKA M PEIUTrHo3Ha HETOJEPAHTHOCT,
THProBUS C HAPKOTHIIM, Xa3apT U Jp.

12. He otroBapsim Ha chOOIIECHUS, KOUTO ca OOUIHH, 3aIIAIUTETHU, HEIPUIMYHHU WIN
Me Kapar Jia ce 4yBcTBaM Heyno0Ho. MHopmupaM poauTenuTe cu/KiIacHUS PbKOBOIUTEN,
YUUTEN, AUPEKTOP, NEAATOTUYECKU ChbBETHHUK 32 TAKHBA ChOOIICHUS.

13. Axo HSKOI Me OOWXKAa WIM TOPMO3W OHJIAiH, HE OoTroBapsiM. JlokiazBaMm To Ha
OTrOBOPEH Bb3PACTEH (POAUTEIN, YUUTEIN, AUPEKTOP, EAArOTUYECKH ChbBETHUK).

14. Mora u cam Aa 10KJa/aBaM, KaTo [10JlaM CUTHAJl HA caMUsl CalT MM HA IOCOYEHUTE
aJipecu: www.gdbop.bg; www.cybercrime.bg; www.spasidete.com;
www.facebook.com/bgcybercrime; www.safenet.bg u ro 6okupam. JloOpe ¢ na HampaBs
BeJHAra eKpaHHa CHUMKA (CKpUHHIIOT) Ha CHOTBETHUS Pa3roBOP WM ChAbPKAHHUE KATO

€JIEKTPOHHO JI0Ka3aTeJICTBO, KOETO IMpe/iaBaM Ha OTTOBOPEH BB3pacTeH (pPOAUTEN, yUUTEIl,
JTUPEKTOP, MEJarOTHYECKU ChBETHHK).

15. BuumaBawm, koraro pasroBapsM B yaT. [lomHs npaBuio Nel: ue xopara oHmnaiiH He
BHHAru ca Te€3H, 32 KOUTO C€ MPEACTABSAT U MOTaT Ja ThPCAT olpezaesieHa nudopmarus, ¢
KOSITO J1a 3JI0yNOTPeOsT ¢ MEH Ui ¢ apyrute xopa. [IpaBuio Ne2 e 4e He mpaBs HUIIO Ha
JPYT YOBEK B MpEKaTa, KOETO HE MCKaM JIa MU CE€ CIIyYH M Ha MEH.

16. Ako ce cnyuyu Aa momajgHa Ha WHGOpPMAaIUs UM APYro ChIbpkaHue B Mpexara,
KOETO HE MU XapecBa HWIJIM M€ IUIAllM MO HSKAaKbB HA4YMH, MOTa Ja MOoJaM CUTHAll Ha
JeHOHOIHAaTa u Oe3ratHa Harumonannara tenedonna nunus 3a aena 116 111, na otaen
,Kubepnpecrsnaoct wa ['JIBOIT (http://www.cybercrime.bg/bg ), na LlenTbpa 3a
Oe3omaceH MHTEpPHET Ha aapec: www.safenet.bg , unu Ha texuus tenedon 124 123, wim
mpes3 yaT-Mo/1yJ1a Ha Www.safenet.bg .

17. He tps6Ba na nmpuemMam cpeliy ¢ JTula, ¢ KOUTO ChbM Ce 3all03Hall/a B MHTEPHET, OCBEH
clle/l ChIVIACUETO Ha poauTenute MU. [IomHs, ye Xxoparta, ¢ KOUTO Ce 3all03HaBaM OHJIANH,
HE BMHArM ca Te3M, 32 KOUTO ce npexacraBar. OnuTBaM ce BUHArd Ja IPOBEpsiBaM Jlaju
YOBEKBT OTCPEILla HAUCTHUHA € TO3H, 32 KOTOTO CE IIPEJICTaBs Upe3 IPOBEPKaA [0 UME, UMEHI,
CHMMKa U KOHTPOJIEH BBIIPOC, Ha KOMTO OM TpsOBajoO Aa 3Hae OTroBOpa, ako € HauCTHUHA
To3u. [Ipy cbMHEHME MOXKeE Ja II0J1aM CUTHAJI MJIU J1a TOThPCS ChBET Npe3 caiita Ha LleHTspa
3a Oe3omaceH uHTepHer Www.safenet.bg .

18. M3non3BaM HACTPOWKHUTE 3a OE30MACHOCT W 3alllMTaTa HA JIMYHUTE JTaHHW Ha
COLIMAJTHUTE MPEKU, MOOMITHUTE MIPUIIOKEHUS U Opay3bpuTe.

19. Usnon3Bam ¢yHKIMATAa 3a Oe3omacHO chbpdupane. He mocemaBam caiiToBe B
WHTEPHET, KOWTO Ca ChC ChIbPIKAaHUE, HEITOIXOIAIIO 32 JETCKa ayAUTOPHSL.


http://www.gdbop.bg/
http://www.cybercrime.bg/
http://www.spasidete.com/
http://www.facebook.com/bgcybercrime
http://www.safenet.bg/
http://www.cybercrime.bg/bg
http://www.safenet.bg/
http://www.safenet.bg/

20. Mznmon3BaM TpyAHU (ABITH, C TIABHU U MAJKU OYKBH, HIU(PU U CTICHIUATHHI 3HALH)
U Pa3JIU4HU 32 BCEKHU CAUT IApOJIH.

21. M3non3BaM aHTUBUPYCHA IIPOrpama, KOATO ClIe[Ba PEIOBHO Jie ce 0OHOBsBA. 3a€THO
C OTTOBOPHHUTE BB3PACTHU (POAMTEN, YYUTET, TUPEKTOP), MOIABPKaM MOCIEAHUTE
aKTyaJM3UPaHHU BEPCHH Ha BCHUKHU NPOTPaMHU M PUIIOKEHHS.

22. AKo mom3BaM 00IIY KOMIIOTPH, BUHATH IPOBEPSIBAM Il ChM H3JI3BJI/U3IIA371a OT
npoduia cu, ciiex KaTo CBBPIIM 4aca. B cimydwaii, ue Hamepsi yCTpOICTBO, Ha KOETO APYyT
YUEHUK € pabOTHII, HO HE € 3aTBOPUJI MpoduIIa CH, BeTHAra IIe u3si3a 06e3 1a mperiexaaMm,
MIPOMEHSIM WIIH A00aBsiM nHGOpManus B IpoQuia My.

HNme, pamuins ¥ MOANKUC HA yYCHUKA:

HNme, pammiius ¥ MOANKUC HA POAUTEIIA:

Jara:



